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Abstract: In the last few years there has outlined a well-defined tendency to consider aviation security with regard to the optimal manage-

ment of its level with the consistent solution of the identification, measurement, evaluation and decision-making problems. For this purpose 

aviation security is shown as a state related to the object’s under study defined parameters, the quantitative display of which in the dynamics 

of their changes under the influence of external and internal factors remains in acceptable limits in terms of the object’s operation. However, 

the environment is formed by the object’s safety equipment, which represent a definite list of technical and other functional elements, solving 

the problem of the internal and external factors countermeasure. If we consider the situation of counter-strategy as a pseudo field, the pro-

posed model belongs to the class of boundary value problems described by partial differential equations. The problem has no analytical 

solution, and computational modeling is very limited by mathematical formalization’s issues. It is offered to use hybrid computer tools, 

which have undoubted advantages in this case. 
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1. Introduction 
 

The aim of the transportation facility’s aviation security 

support is solved within the framework of integrated cooperation of 

the following main elements: a transportation facility (an airport); 

the object’s safety system; an illegal intruder – a complex concept 

that includes all possible attributes for the implementation of poten-

tial dangers and acts of unlawful interference. Aviation security is 

described as a situation caused by confrontation of the specified 

elements in the format of interaction of the pseudo fields formed by 

them [1].  

In earlier works [2,3,4], the authors presented the possibili-

ties’ analysis of using mathematical models in solving the problems 

of the aviation security support in civil aviation and showed that in 

the direct formulation the problem of the area of threats’ mathemat-

ical modeling cannot be solved due to the inextricable difficulties of 

formalization. The solution is necessary not to receive, but to make 

for such tasks. The authors propose a heuristic model, that is the 

way they name it. The model is based on the mathematical repre-

sentation of the simulated functions, there are used heuristic proce-

dures at the entrance of the model (formalization) and its output 

(interpretation of the results). 

The authors consider the process of confrontation of the ha-

zard’s pseudo fields as a process of diffusion. This choice is made 

on the study’s basis of the model of the illegal intruder, which 

includes an almost exhaustive list of threats for the security of the 

airport [3]. The degree of approximation of the diffusion process to 

the real process of spreading danger can be understood only based 

on expert assessments; moreover, the evaluation procedure will be 

heuristic. Since this study has been conducted for the first time, the 

authors believe that for modeling purposes, which consist of obtain-

ing a qualitative picture of the danger spread, the adequacy of these 

processes is acceptable. 

 

2. Models and methods  
 

If we accept the above assumptions, a mathematical model 

of security threats expansion on the object with distributed parame-

ters, which is the airport and other objects in 

civil aviation, can be represented by the diffu-

sion equation [5]: 

 

 (1) 

where u – a hazard level, σ (x, y) – hazard permeability, f (x, 

y) – the source of danger’s distribution density. 

A positive value of the density of the sources of danger’s 

distribution characterizes security threats, and a negative value — 

sources of active counteraction to threats for some area D, including 

the protected object and the surrounding territory. On the boundary 

of the area Г there must be given boundary conditions, which take 

zero 

0u

 ,                                                                 

what means the lack of danger at the boundary area. 

The expression (1) represents a boundary value problem, the 

analytical solution of which is almost impossible, the numerical 

methods are necessary, a finite difference method can be used from 

the whole variety [6,7,8]. 

To implement the finite difference method, we construct a uniform 

grid on the XOY plane and two families of equidistant lines 
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where 
xh  — шаг сетки по оси X , 

yh  — шаг сетки по оси Y , 

в результате чего на плоскости XOY получим сетку с узлами 

 , , 0, 1, 2,..., , 0, 1, 2,...,x y x yih jh i N j N   . 

Using the integro-interpolation method [9], a five-point pat-

tern and a constant grid step along the X and Y directions, we write 

the difference approximation of equation (1) for the internal node 
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The boundary conditions are approximated as follows: 

 0, ,ij i j hu x y  .                                          (4) 

To solve the system of difference equations numerically, the 

Seidel iterative method is used [9]. In this case, each node of the 

grid area corresponds to an element of a two-dimensional array with 

indices equal to the coordinates of the node. Each iteration is a 

sequential traversal and the calculation of the refined approximation 

of the solution. 

Therefore, modeling the area of the airport security threats 

is fundamentally possible with the help of partial differential equa-

tions in the format of the boundary value problem. Leaving aside 

the problems that arise in this case, the boundary value problems 

depending on the state of the right side of the differential equation 

are a set of different equations of elliptic, hyperbolic or parabolic 

type, and they form a certain class of problems: the Dirichlet prob-

lem, the Neumann problem, the Stefan problem and others [10, 11]. 

The presented class of problems is exhaustive for modeling pseudo-

security fields, but each type of equation can be correlated only with 

a certain type of threat out of the total. In this case, the individual 

results of solving the modeling problem should be analyzed togeth-

er, and the general solution should be made using certain heuristic 

algorithms within the framework of decision theory. It should be 

agreed that the heuristic procedure can provide only a qualitative 

result, very far from the real picture of the pseudo-fields’ interac-

tion, but sufficient for the purposes of aviation security. 

The analysis of numerical methods’ applicability using neu-

rocomputers shows their sufficient attractiveness for modeling 

airport security threats, but the requirements for the computer sys-

tem are very high, that is why calculating process paralleling is 

used, fine-grained (massive) parallelism. In this case, the neuro-

computer is a massively parallel computing system in which the 

processor elements are a technical model of neurons. An alternative 

solution to this class of problems is a mesh-free method based on 

the use of networks of radial basis functions (RBC-network), where 

the main difficulty is associated with the determination of parame-

ters and weights of radial basic functions [12,13]. 

It should be stressed once more again that the task to be 

solved related to the modeling of pseudo-security fields in civil 

aviation is an extremely complex, poorly structured and poorly 

formalized task, the direct solution of which with the use of known 

methods is not possible, which makes it necessary to look for new 

approaches and methods [14,15]. 

One of these approaches is the use of hybrid grid models 

that implement the method of electrical modeling, the theory of 

which is well developed. The modern theory of electric modeling of 

boundary value problems combines a sufficiently large amount of 

different methods implemented by using grid ACM, differing in 

accuracy, class of problems to be solved, areas of application, 

speed, visibility and other factors. The whole variety of these me-

thods can be combined into the following three main groups: conti-

nuous time methods, discrete time representation methods and 

quasi-analogies methods. 

a) A method of replacing continuous space with a discrete 

grid and continuous time. 

The summary of the method is to replace the parameters of 

the substance of the space’s elements with concentrated electrical 

parameters, from which the equivalent circuit is formed.. This 

assumes the constancy of the medium properties within the partition 

element in all coordinate directions and the absence of energy 

sources in the medium. As well as physical changes and transforma-

tions during the study period. 

Electrical modeling of the initial level (1) is reduced to solv-

ing a set of Kirchhoff equations for all nodal points of the electric 

grid, each of which has the form: 
 

𝑈𝑥−1.𝑦 .𝑧

𝑅1
+

𝑈𝑥+1.𝑦 .𝑧
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+

𝑈𝑥 .𝑦+1.𝑧
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+
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𝑅4
+ 

+
𝑈𝑥 .𝑦 .𝑧+1

𝑅5
+

𝑈𝑥 .𝑦 .𝑧−1

𝑅6
− 𝑈𝑥 .𝑦 .𝑧   

1

𝑅1
= 𝐶

𝑑𝑈𝑥 .𝑦 .𝑧

𝑑𝑡

6

𝑖=1

,                        (5) 

                                                 

where x, y, z – coordinates of the nodal point for which this equa-

tion is composed; 

R1 – R6 – the electrical resistance of the paths; 

С – the capacitance of the nodal point. 

The solution of the initial equation is to find the values of the poten-

tials of the nodal points under the given boundary and initial condi-

tions.          

        b) The method "discrete space - discrete time". 

      The space, as in the previous case, is divided into separate ele-

ments, each of which is modeled by an electrical equivalent circuit. 

In contrast to the "continuous time" method, the right part of the 

equation (1) is replaced by the ratio of finite differences 

            𝑏𝑥 .𝑦 .𝑧
𝑑𝑈

𝑑𝑡
≈ 𝑏𝑥 .𝑦 .𝑧  

Δ𝑈

Δ𝑡
 ,                                                    (6) 

where   ∆ t is the finite time interval between the moments 

𝑡𝑖+1  and 𝑡𝑧 ,and ∆𝑈 = 𝑈𝑡+∆𝑡 − 𝑈𝑡      is the increment of function at 

a given point in the time interval ∆𝑡. 
 

        By formal replacement 

                          
∆𝑡

𝑏𝑥 .𝑦 .𝑧
= 𝑅𝑡 𝑥. 𝑦. 𝑧                                              (7) 

 

the finite-difference equation for a discretionary nodal point 

with coordinates x, y, z takes the form: 
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        c) Quasi-analogies methods 

        The state of the quasi-analog model is described by eq-

uations that are equivalent to the equations of the object only with 

respect to the results obtained. For example, if an object is de-

scribed by a system of equations 

𝐴𝑋𝐻 = 𝑌, 

in which А – is the coefficient matrix; XH – is the vector of 

the desired function; Y – is the given vector, then the quasi-analog 

model solves a certain system of equations 

𝐵𝑋𝑀=Y+F+𝜀, 

where B is the matrix of coefficients of the model’ equa-

tions; 𝑋𝑀  is the vector of the desired function obtained on the mod-

el; F is some additional function; ε is the deviation of the desired 

function XM obtained on the model from the function XH (vector 

"tying"). 

         To obtain the results equivalent to the object on the 

model, the vector of the additional function F is selected in a certain 

way to provide 

𝜀 = 𝑋𝐻 − 𝑋𝑀 → 0. 

          Principally, quasi-analog methods allow to solve any 

problems of partial differential equations, if the latter can be re-

duced to systems of ordinary differential or algebraic equations. 

         The disadvantages of the methods of discrete time re-

presentation (including quasi-analog) is a large complexity of the 

computational process, due to iterative methods of refining the 

parameters of the scheme. This circumstance makes the full auto-

mation of labor-intensive processes necessary, without which the 

use of these methods for a number of practical tasks is ineffective. 

 

3. Conclusion 
 

 The presented study shows the principal possibility of for-

malization and modeling of hypothetical fields of danger and protec-

tion of civil aviation objects from illegal interference in their activities 

using the mathematical apparatus of the theory of boundary value 

problems in partial derivatives. However, there are methodological 

and mathematical problems associated with the irresistible complexity 

of these fields’ parameters’ accurate identification. In this case, it is 

proposed to use heuristic procedures. The question then becomes 

about the correct embedding of heuristic procedures in sufficiently 

accurate models described by partial differential equations, which is 

likely to lead to some inadequacy of models and real processes. In this 

case, it is offered to consider an approach using analog-digital 

computer systems based on the theory of electrical modeling.  
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