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Abstract: The codes for error control (error-detecting and error-correcting codes) are extremely important part of the communication 

systems and storage devices, ensuring reliable data transmission and storage. In this paper using simulations, we analyze an error-detecting 

code. More specifically, we will be focused on the error-detecting capability of the code. Namely, using simulations we will obtain the 

number of errors that the code detects for sure, as an important parameter of every error-detecting code.  
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1. Introduction

When data is transmitted through or stored on some medium, 

due to the noises in the medium or other external influences, there is 

a possibility of errors. This means that the data received by the 

recipient may not be identical to those sent through the 

communication channel or data recorded on the storage. Therefore, 

there is a need to check that the data is correct. Checking is done 

using the codes for error control. There are two basic types of these 

codes: error-correcting and error-detecting codes. While the first 

ones have ability to correct up to some number of incorrectly 

transmitted bits, there are slower in their work. The error-detecting 

codes are faster and are in advantage in networks where errors 

rarely occur. There are various error-detecting codes: from very 

simple as parity bit ([1]) and repetition code ([2]) to more complex 

as checksum ([3], [4]), CRC ([5], [6]), etc. In our previous work we 

have also defined some error-detecting codes ([7], [8], [9]).   

All error-detecting codes add redundant symbols on the input 

blocks, which are later used by the receiver in order to check 

whether there are errors in transmission. If the code detects that 

some data is incorrectly transmitted, it asks for retransmission of 

that data [10]. 

For every error-detecting code it is possible that there will be 

errors in transmission that the code will not detect. Therefore, 

before any code is implemented, it is important to know the ability 

of the code to detect errors. In this regard, it is important to know up 

to which number of incorrectly transmitted bits, the code will detect 

the error for sure. In this paper we will analyze an error-detecting 

code in the light of this parameter - the number of errors that the 

code surely detects. The number of errors that the code surely 

detects is the maximum number of incorrectly transmitted bits up to 

which the code will surely detect the error in transmission.    

2. Definition of the Error-Detecting Code

Let A and B be non-singular binary matrices of order ss, and 

let C be a binary matrix of order 1s. The alphabet is={0, 1, …, 

2s-1}. We choose the parameter r of the model, which should be a 

non-negative integer.   

Let the input block be a0a1…an-1, where all symbols ai are from 

the alphabet . Then the redundant symbols are defined using the 

following equation:  

(1) 𝒅𝒊 = 𝒂𝒊𝐴
𝑛−2 +  𝒂𝒊+𝒋𝐵𝐴𝑛−𝑗−2 + 𝐶  𝐴𝑗𝑛−3

𝑗=0
𝑛−2
𝑗 =1 ,  i=0, 1, …, r 

where n is the length of the input block, r is the model’s parameter 

that is an integer which satisfies the condition 1rn-1. Bolded 

symbols are the binary representations of the corresponding 

symbols as 1r vectors, i.e., 𝒂𝒊 is the binary representation of the

information symbol 𝑎𝑖 , i=0, 1, …, n-1, while 𝒅𝒊 is the binary

representation of the redundant symbol 𝑑𝑖 , i=0, 1, …, r. A, B and C

are the binary matrices that are used for coding. The operation + is 

binary addition and all operations in indexes are modulo n. 

After calculating the redundant symbols, the binary form of the 

input block a0a1…an-1 is extended into a block a0a1…an-1d0d1…dr. 

With this is obtained the binary form of the coded block, which is 

transmitted through the binary symmetric channel. 

From the above definition of the model we can see that this 

code always adds r+1 redundant symbol on each input block, 

regardless of its length. As we can see from the constrains for the 

parameter of the code r, the length of redundancy must not exceed 

the length of the input block.  

When the receiver receives the output block, in order to ensure 

that it has a correct block, it calculates the redundant symbols using 

equation (1). If the calculated symbols are identical with the 

received ones, it accepts the block as correctly transmitted. In 

opposite, the receiver concludes that the block is not correctly 

transmitted. It that situation, the receiver asks the sender to send the 

block once again. But, there is always a small chance to have errors 

in transmission and at a same time the calculated by the receiver 

symbols to be equal to the received redundant symbols. This means 

that it is possible to have undetected errors in transmission. 

Therefore, it is important to know up to which number of 

incorrectly transmitted bits, the code will surely detect the error, 

which is exactly the subject of this paper. 

But, first let see the coding procedure in the following example. 

Example: In this example we will demonstrate the coding 

procedure. Let the following binary matrices of order 33 are used 

for coding: 

𝐴 =  
1 0 1
0 1 1
1 1 1

 , 𝐵 =  
0 1 1
1 1 1
1 0 1

 , 𝐶 = [0 0 0] 

The alphabet is ={0, 1, 2, 3, 4, 5, 6, 7}. 

Let suppose that the parameter of the model is r=2 and input 

block a0a1a2a3a4=46320 of length n=5 symbols from the alphabet is 

coded. Then, the binary representations of the information symbols 

are a0=[1 0 0], a1=[1 1 0], a2=[0 1 1], a3=[0 1 0] and a4=[0 0 0]. The 

redundant symbols are calculated using (1), i.e.: 

di=aiA
3+ ai+1BA2+ai+2BA+ai+3B, i=0, 1, 2.

First, we obtain the matrices: 

𝐴3 =  
0 1 1
1 0 1
1 1 1

 , 𝐵𝐴2 =  
1 0 1
1 1 1
0 1 1

 , 𝐵𝐴 =  
1 0 0
0 0 1
0 1 0

 

Now, 

d0=a0A
3+ a1BA2+a2BA+a3B=[1 0 0]  

0 1 1
1 0 1
1 1 1

 + 

[1 1 0]  
1 0 1
1 1 1
0 1 1

 +[0 1 1]  
1 0 0
0 0 1
0 1 0

 +[0 1 0]  
0 1 1
1 1 1
1 0 1

 = 

=[1 0 1] 

d1=a1A
3+ a2BA2+a3BA+a4B=[1 1 0]  

0 1 1
1 0 1
1 1 1

 + 
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[0 1 1]  
1 0 1
1 1 1
0 1 1

 +[0 1 0]  
1 0 0
0 0 1
0 1 0

 +[0 0 0]  
0 1 1
1 1 1
1 0 1

 = 

=[0 1 1] 

d2=a2A
3+ a3BA2+a4BA+a0B=[0 1 1]  

0 1 1
1 0 1
1 1 1

 + 

[0 1 0]  
1 0 1
1 1 1
0 1 1

 +[0 0 0]  
1 0 0
0 0 1
0 1 0

 +[1 0 0]  
0 1 1
1 1 1
1 0 1

 = 

=[1 1 0] 

The redundant symbol d0 over the alphabet  is d0=5, the 

symbol d1 over the alphabet  is d1=3 and the symbol d2 is d2=6. 

With this we obtained the coded block a0a1a2a3a4d0d1d2=46320536, 

while the binary form is 

a0a1a2a3a4d0d1d2=100110011010000101011110. This coded block 

in binary form is transmitted through the binary symmetric channel.  

Let suppose that the 14th information bit is incorrectly 

transmitted. This means that if we denote the output block that 

receiver receives with a0’a1’a2’a3’a4’d0’d1’d2’, then a0’=a0, a1’=a1, 
a2’=a2, a3’=a3, a4’=[0 1 0] a4, d0’=d0, d1’=d1, d2’=d2. The receiver 

checks whether the block is correctly transmitted, i.e., using (1) it 

calculates the redundant symbols for the received block 

a0’a1’a2’a3’a4’. 

d0’=a0’A
3+ a1’BA2+a2’BA+a3’B=[1 0 1] 

d1’=a1’A
3+ a2’BA2+a3’BA+a4’B=[1 0 0] 

d2’=a2’A
3+ a3’BA2+a4’BA+a0’B=[1 1 1] 

Since d1d1’ (also d2d2’), the receiver concludes that there are 

errors in transmission, i.e., the received block is not identical with 

the block sent by the sender. Therefore, it demands retransmission 

of the block. 

3. Results from the Simulation Procedure 

In this paper, using simulations we will obtain the number of 

errors that the code surely detects. In the simulation process for a 

given n and r, we transmit through a simulated binary symmetric 

channel a large number of coded input blocks of length n over the 

alphabet . For each i from 1 to the length of the coded input 

blocks in binary form, we calculate the percentage of transmitted 

coded blocks with i incorrectly transmitted bits in which the error in 

transmission is not detected. The number of errors that the code 

detects for sure is the largest integer v such that the percentage of 

incorrectly transmitted coded blocks with i incorrectly transmitted 

bits in which the error is not detected is equal to 0% for all i from 1 

to v. In order to obtain reliable and accurate results, we chose the 

probability of bit-error in the simulated binary-symmetric channel 

such that the number of incorrectly transmitted coded blocks with i 

incorrectly transmitted bits to be large number for small values of i, 

i.e., values of i smaller than or equal to v. 

In the coding procedure, we use the following binary matrices 

A, B and C: 

𝐴 =  
1 0 1
0 1 1
1 1 1

 , 𝐵 =  
0 1 1
1 1 1
1 0 1

 , 𝐶 = [0 0 0] 

The alphabet is ={0, 1, 2, 3, 4, 5, 6, 7}. We will consider the 

cases when the parameter of the model r=2, r=3 and r=4.  

Since the length of the redundancy is r+1 symbol, follows that 

in the case when r=2, the length of the redundancy is 3 symbols 

from the alphabet .  Since the length of the input block must be 

greater than or equal to the length of the redundancy, in this case the 

length of the input block n must be greater than or equal to 3 

symbols from the alphabet  (Fig. 1). Each element from the 

alphabet of order 8 is presented with 3 bits in the binary 

representation. Therefore, in this case the redundancy has length 9 

bits. 

 

 

 

Fig. 1 Percentage of undetected incorrectly transmitted coded blocks with i 
incorrectly transmitted bits when input blocks have length n symbols from 

the alphabet  in the case when the redundancy is 9 bits. 

In Fig. 1 are given the percentages of incorrectly transmitted 

coded blocks in the simulation process in which i6 bits are 

incorrectly transmitted and the error in transmission is not detected 

in the case when the redundancy is 9 bits (r=2). The length of the 

input blocks n is expressed in a number of symbols from the 

alphabet . Please note that the scaling of the y-axis is different on 

the three graphs. For small values of the length of the input block n, 

the percentages of undetected incorrectly transmitted blocks with i 

incorrectly transmitted bits are very small. In order the results to be 

visible they are separated in the first figure from Fig. 1. Since the 

percentages of undetected incorrectly transmitted blocks with i 

incorrectly transmitted bits increase when n increases, the scaling of 

the second and third image from Fig. 1 is adjusted accordingly.      

As we can see from Fig. 1, when the length of the input blocks 

is n=3 symbols from , the percentage of undetected incorrectly 
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transmitted blocks with i incorrectly transmitted bit is different than 

0% only for i=3. Since the code detected all incorrectly transmitted 

blocks with 1 or 2 incorrectly transmitted bits, but there are blocks 

with 3 incorrectly transmitted bits in which the error is not detected, 

the number of errors that the code surely detects when the length of 

the input blocks is n=3 symbols from  is 2. Also, in the case when 

the length of the input blocks is n=4, the smallest value of i for 

which the percentage of undetected incorrectly transmitted blocks 

with i incorrectly transmitted bits is different than 0% is 3. 

Therefore, we conclude that in this case the code surely detects also 

up to 2 incorrectly transmitted bits. The same conclusion holds also 

in the cases when the length of the input block n is 5 or 6 symbols 

from the alphabet . For input blocks with length greater than or 

equal to 7 symbols, the percentage of undetected incorrectly 

transmitted blocks with 2 incorrectly transmitted bits is positive 

(there is the orange pillar), from where follows that in this case the 

code surely detects 1 incorrectly transmitted bit. 

 

 

 

Fig. 2 Percentage of undetected incorrectly transmitted coded blocks with i 

incorrectly transmitted bits when input blocks have length n symbols from 

the alphabet  in the case when the redundancy is 12 bits. 

The results when r=3 are given in Fig. 2. In this case the length 

of the redundancy is 4 symbols from the alphabet  (i.e., 12 bits in 

the binary representation). Therefore, in this case the length of the 

input block must be greater than or equal to 4 symbols from . 

From Fig. 2, we can see that in the case when the redundancy is 12 

bits, the code surely detects up to 4 incorrectly transmitted bits 

when the length of the input block is 4 or 5 symbols from . When 

the input block has length 6 symbols, the code surely detects up to 3 

incorrectly transmitted bits, while when the input block has length 7 

symbols, the code surely detects up to 2 incorrectly transmitted bits. 

When the input block has length greater than or equal to 8 symbols, 

the code surely detects 1 incorrectly transmitted bit. 

 

 

 

Fig. 3 Percentage of undetected incorrectly transmitted coded blocks with i 

incorrectly transmitted bits when input blocks have length n symbols from 

the alphabet  in the case when the redundancy is 15 bits 

Similarly, when the parameter r=4, the redundancy is 5 symbols 

from  (i.e., 15 bits in the binary representation) and the length of 

the input blocks n5 (Fig. 3). When the length of the input block is 

5 symbols, the code surely detects up to 5 incorrectly transmitted 

bits, while when the length of the input block is 6 symbols, the code 
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surely detects up to 4 incorrectly transmitted bits. For input blocks 

with length 7 or 8 symbols, the code surely detects up to 2 

incorrectly transmitted bits. When the length of the input block is 

greater than 8 symbols, the code detects for sure 1 incorrectly 

transmitted bit. 

 

Fig. 4 Number of incorrectly transmitted bits that the code surely detects 

when the length of the input blocks is n symbols from the alphabet  and the 

redundancy is 9, 12 and 15 bits. 

In Fig. 4 and Fig. 5 are presented the numbers of incorrectly 

transmitted bits that the code surely detects when the redundancy is 

9, 12 and 15 bits. On x-axis in Fig. 4 is given the length of the input 

block, on y-axis is given the number of errors that the code surely 

detects, while the color of each pillar represents the length of the 

redundancy.  

From Fig. 4 we can see that when the length of the input 

block is fixed, if longer redundancy is added to the input blocks, 

then the number of incorrectly transmitted bits that the code 

detected for sure is greater or at least equal to the number of 

surely detected incorrectly transmitted bits when a shorter 

redundancy is added. This is expected result since longer 

redundancy means that each information symbol is controlled by 

more redundant symbols. 

 

Fig. 5 Number of incorrectly transmitted bits that the code surely detects 

when the length of the input blocks is n symbols from the alphabet  and the 

redundancy is 9, 12 and 15 bits. 

On Fig. 5 on x-axis is given the length of the redundancy, while 

the length of the input blocks n is represented with the color of the 

pillars. As we can see from Fig. 5, regardless of the length of the 

redundancy, when the length of the input block increases and 

the length of the redundancy is fixed, the number of errors that 

the code surely detects decreases or remains the same. 

As we can see from Fig. 4 and Fig. 5, the best result from 

the aspect of the number of errors that the code surely detects is 

achieved when the length of the input blocks is 5 symbols from 

the alphabet  and the redundancy has length 15 bits. This 

means that from the aspect of the number of errors that the code 

surely detects, it is best to divide the input message into blocks 

of length 5 symbols from  and to code these blocks such that 

the redundancy is 15 bits (i.e., to choose the parameter r in the 

model to be 4). In this case the code will detect for sure every 

incorrectly transmitted coded block with up to 5 incorrectly 

transmitted bits.     

4. Conclusion 

The results for the number of errors that the code surely detects 

when the given binary matrices A, B of order 33 and zero matrix C 

of order 13 are used for coding are the following: 

In the case when the redundancy has length 9 bits, the code 

surely detects up to 2 incorrectly transmitted bits when the length of 

the input block is smaller than or equal to 6 symbols from . For 

input blocks with length greater than or equal to 7 symbols, the 

code surely detects 1 incorrectly transmitted bit.  

When the redundancy is 12 bits, the code surely detects up to 4 

incorrectly transmitted bits when the length of the input block is 4 

or 5 symbols from the alphabet , up to 3 incorrectly transmitted 

bits when the input block has length 6 symbols, up to 2 incorrectly 

transmitted bits when the input block has length 7 symbols and 1 

incorrectly transmitted bit when the input block has length greater 

than or equal to 8 symbols. 

When the redundancy has length 15 bits, the code surely detects 

up to 5 incorrectly transmitted bits when the length of the input 

block is 5 symbols, up to 4 incorrectly transmitted bits when the 

length of the input block is 6 symbols, up to 2 incorrectly 

transmitted bits when the length of the input blocks is 7 or 8 

symbols. The code surely detects 1 incorrectly transmitted bit when 

the length of the input block is greater than or equal to 9 symbols.  

When the length of the input blocks is fixed, the number of 

errors the code surely detects does not decrease with increasing 

redundancy length.  If the length of the redundancy is fixed, then 

when the length of the input block increases, the number of errors 

that the code surely detects decreases or remains the same. 

In order to achieve largest number of surely detected incorrectly 

transmitted bits, the input message should be divided into blocks of 

length 5 symbols and each block to be coded separately such that 

the parameter of the model is r=4.  
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