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Abstract: Cyber-physical systems (CPS) integrate computing, networking and physical dynamics and are characterized by a high degree of 

heterogeneity and parallelism, with high dimensionality and complexity, including a variety of decision-making capabilities and control 

logic. Modeling and simulation of cyber-physical systems are considered important stages in the design, development and operation of CPS 

and their components. The main aim of the paper is to describe and analyze the evolution of agent based approach in the field of CPS and to 

define the basic requirements to the agent based systems regarding CPS.  Based on O-MaSE methodology a software process model for 

agent based development of CPS is proposed. The approach includes the creation of 10 models reflecting various aspects and functionality 

of the CPS. The suggested approach is analyzed in terms of meeting the basic requirements for agent-based systems, imposed by the 

peculiarities of cyber-physical systems and fundamental requirements for their introducing, such as flexibility/changeability, reliability, 

reconfigurability, adaptability/agility and dependability. 
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1. Introduction 

 The backbone of Forth Industrial revolution are the Cyber-

Physical Production Systems (CPPS), which are considered to be 

new types of systems that expand the capabilities of physical world 

through computing, communications and control, and upgrade the 

electronic automation. Cyber-Physical Systems (CPS) are physical 

and engineered systems whose operations are monitored, 

coordinated, controlled and integrated by a computing and 

communication core [1]. They are unique in that the components 

can be distributed both spatially and temporally, and include 

complex networks of feedback controllers and real time 

communication. The impact of CPS is revolutionary and pervasive 

as stated by CPS Public Working Group at NIST (National Institute 

of Standards and Technology) [2] as the development of these 

systems is related to the emergence of autonomous vehicles, smart 

grids, smart cities and homes, robots, smart medical devices, 

telemedicine, Internet of Things (IoT) etc. Still, however the science 

is owed to CPS, the lack of theoretical foundation and 

methodologies creates barriers that may hamper the adoption, 

commercialization, and market success of new CPS applications 

[3]. The fundamental requirements for introducing CPS in industry 

are specified by [4] as follows:  

 Flexibility/changeability;  

 Reliability; 

 Reconfigurability; 

 Adaptability/agility; 

 Dependability. 

Cyber-physical systems (CPS) are an integration of 

computational and physical processes. They use embedded 

computers and networks for the purpose of monitoring and 

controlling physical processes based on feedback [5]. Through 

cyber-physical systems, the physical world connects to the virtual 

world to form the "Internet of Things, Data, and Services." One of 

the most promising applications of CPSs is cyber-physical 

production systems. Modern CPSs are characterized by high 

dimensionality and complexity, including a variety of decision-

making capabilities and control logic. The degree of communication 

of these systems with physical processes, based on algorithms with 

increased efficiency and robustness, is also increasing. The amount 

of logic-based program code significantly exceeds traditional 

control algorithms. 

Modelling and simulation of cyber-physical systems and their 

components (embedded, mechatronic, etc.) is considered as an 

important stage in the design, development and operation of CPS 

and their components. One of the most successful approaches used 

for CPS design is model-based design [6] and model-driven 

development [7], where models play a significant role in the design 

process. The digital twins that are increasingly important and 

culminating in the field of CPS involve the creation of digital 

simulation models of physical and technical objects that are 

dynamic, updated and changed according to the life cycle of the 

physical object [8]. Such dynamically updated models are able to 

continuously receive new information about the measurements from 

sensors on the physical part of the CPS, from sensors on the control 

devices and from the environment. Systems of a higher hierarchical 

level summarize the newly obtained and past data and change the 

parameters of the model [9]. The dynamically updated CPS model 

is essentially its digital twin. 

CPS may be modeled as agent based systems, defined as ―a 

loosely coupled network of problem solvers (agents) that work 

together to solve problems that are beyond the individual 

capabilities or knowledge of each problem solver‖ [10]. The agent 

community has considerable interest in developing methods and 

techniques for specifying, modelling, implementing and verifying 

of agent based CPS for different applications domains, but the 

adoption of agent technology in industrial applications is critical in 

respect to real time constraints and this implies the use of 

technologies for real-time control and so far no standardized 

methodology has been recognized.  

The main aim of the paper is to present the current state of the 

art in the use of agent based systems for development of CPS and to 

analyse the main requirements to them in respect to CPS. The 

suggested goal oriented approach based on O-MaSE methodology 

[11, 12] and combined with the ontology for domain and semantic 

service descriptions. The approach is supported by the development 

environment agentTool III (aT3) in Eclipse is presented and 

analysed regarding the fulfilling of the defined basic requirements 

[13].  

The paper is presented in three parts. After the Introduction, the 

second part of the paper discusses the basic principles of agent 

based systems and their use in the domain of industry and CPS. The 

third part of the paper presents a goal oriented agent based approach 

and analyzes its application for development of CPS according the 

selected requirements. Finally, some conclusions representing the 

analysis results are made. 

2. Overview of modeling agent based CPS  

2.1. Basic principles of agent based CPS  

The concept of CPS is closely related to agent-based systems 

due to their core properties such as: autonomy, society, reactivity, 

proactivity and mobility. Different methodologies and methods are 

used in order to guarantee the useful features of agents in various 
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applications areas of CPS, such as modelling, monitoring, control, 

diagnostics etc. CPS may be modelled as agent-based system, 

which may be defined as ―a loosely coupled network of problem 

solvers (agents) that work together to solve problems that are 

beyond the individual capabilities or knowledge of each problem 

solver‖ [14]. Jennings and Wooldridge [15] have defined an agent 

as ―a computer system situated in some environment and capable of 

autonomous action in this environment, in order to meet its design 

objectives‖. Software agents may be seen as building blocks for 

virtual environments which augment the reality. The main agent 

properties and characteristics are defined and discussed in [16] and 

are: autonomy, socialability (interactivity), reactivity, pro-

activeness and mobility. The agent community has considerable 

interest in developing methods and techniques for specifying, 

modelling, implementing and verifying of agent-based CPS in the 

different applications domains, but so far no standardized 

methodology has been recognized.  

2.2. Methodologies for modeling of agent based CPS 

There are several established methodologies for developing and 

analyzing agent-based systems. An analysis in [17] shows that some 

of the oldest methodologies, such as GAIA and MESSAGE, have a 

limited scope, and the fastest growing methodologies over the years 

are Tropos, Prometheus and INGENIAS. The largest number of life 

cycle phases is supported by the PASSI, Tropos, Prometheus, 

INGENIAS, ADELFE and MaSE (O-MaSE). The main features of 

methodologies are defined vocabulary and notations, procedures for 

executing tasks, guidelines for checking the products, methods and 

tools. Unfortunately, recent developments in the field, such as 

ASEME, OperA, GorMAS, ForMAAD, and DSML4MAS, are only 

methods that implement particular aspects of a methodology. 

An analysis of above methodologies and methods shows that 

their use in industrial practice is limited. The main reason for this is 

the unsatisfactory development of the implementation, testing, 

installation and maintenance phases. There is still no methodology 

that is complete, mature and highly effective. The positive trends in 

the development of agent-based methodologies are: increasing use 

of meta-models and transformation in the definition of vocabularies 

and notations, use of methods for specification, encouragement of 

Method Engineering practices, and use of tools with open code as 

for example Eclipse Process Framework Composer. One other 

serious problems of using agent-based methodologies is the 

achievement of interoperability. Therefore, many studies are related 

to their combination with the service-oriented architecture and the 

definition of service-oriented agents, as suggested by Leitão et al. 

[18], or by the replacement of Agent Communication Language 

(ACL) with semantic agents [19, 20]. An important conclusion to be 

drawn from the analysis of the approaches is that the results are 

more successful when the agent based approach is combined with 

other approaches, methods and tools. Five key requirements to 
agent based systems are identify in respect to CPPS [21]: 

 Application independence of MAS and its protocols and 

messages (R1.1); 

 Level independence meaning that all levels of automation 

pyramid according ISA 95 are available (R1.2);  

 Platform independent implementation (R1.3);  

 Robustness against errors and unforeseen problems (R1.4);  

 Decentralization means that MAS have to deal with 

temporary network connection loss and critical data (R1.5).  

The O-MaSE methodology [11, 12] is an established 

methodology for agent-based system development that most closely 

matches the recent positive trends in the development of 

methodologies, covers the major phases of the software 

development lifecycle - from the requirements definition phase to 

the implementation and automatic code generation. The 

methodology can be refined based on existing meta-models in order 

to extend the modelling language and define new processes and 

notations. The next part of the paper presents an approach applying 

this methodology for the purposes of developing cyber-physical 

production systems and an in depth analysis of the goal oriented 

approach in terms of meeting the basic requirements for agent-

based systems, imposed by the peculiarities of cyber-physical 

systems and fundamental requirements for their introducing, such as 

flexibility/changeability, reliability, reconfigurability, adaptability/ 

agility and dependability.  

3. Analysis of goal oriented approach for 

modeling of agent based CPS 

3.1. Description of the goal oriented approach 

In order to fulfil the basic requirements to the CPS, the software 

infrastructure of the system is necessary to be distributed, enabling 

self-organization of devices and their software components. CPSs 

are much more complicated than traditional computing systems and 

characteristics such as adaptability, flexibility, interoperability and 

modularity are more important. Furthermore, these systems must 

provide common improvements such as service discovery, self-

organization, rich knowledge representations and context-

awareness.  

The suggested model driven approach supporting the fulfilment 

of above mentioned requirements using the O-MaSE agent-based 

methodology, comprising the whole development life cycle of CPS, 

starting with computing independent meta-model (CIMM) to the 

deployment phase. The approach is illustrated in Fig.1 using 4 

layers: one CIM layer, two PIM (Platform Independent Model) 

layers and one PSM (Platform Specific Model) layer. Four 

principles as architecture cornerstones are chosen:  

 Model-driven principle, supporting the platform independent 

and model based domain engineering; 

 Service model;   

 Meta-ontology for description the domain of loosely coupled, 

reusable, composable agents; 

 aT3 meta-model [13] - platform-independent model that 

specifies agent-based CPS in a technology independent manner, 

based on the O-MaSE  process framework [11].  

 
Fig.1: Illustration of the suggested approach 

The platform-independent meta-model for service-oriented 

architecture covers four important aspects: information, services, 

processes and quality of service. For example the services aspect 

includes the services, which are represented as collaborations 

specifying pattern of interactions between participating roles. 

The O-MaSE methodology framework is shown in Fig.2 and is 

based on O-MaSE meta-model and SPEM meta-model, defining the 

product and methodology related concepts, respectively. O-MaSE 

process framework is in form of meta-model, method fragments, 

and guidelines, based on the Eclipse Process Framework (EPF) 

meta-model at the CIM level of model hierarchy. EPF meta-model 

is a generic process meta-model defining different types of method 

fragments and consists of Stages, Work Units (Activities, Tasks, 

and Techniques), Producers, Work Products, and Languages. The 
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O-MaSE meta-model is based on an organizational and goal 

oriented approach and defines the basic concepts and relationships 

used for definition of agent-based systems, such as goal, role, agent, 

capability, protocol, policy, etc.  

 

Fig.2: O-MaSE methodology framework [12] 

The development environment „AgentTools III―, also known as 

aT3, supports the development of agent-based CPS following the O-

MaSE methodology. The tool support the software processes at PIM 

layer, consisting of four components: graphical editor, process 

editor, verification framework, and code generation facility, 

providing abstractions that are tailored to the specific problem 

domain of agent-based development. The structure of aT3 is divided 

into several viewpoints each focusing on a particular aspects of 

agent-based systems. This separation allows extending the core of 

aT3 in order to reflect additional application-specific requirements. 

The tool is built on the Eclipse platform as plug-in and supports an 

Iterative, Incremental, Parallel Life Cycle model with 4 basic life 

cycle phases: requirements engineering, analysis, design, and 

implementation. It also provides the ability to compose and 

maintain customized O-MaSE complaint processes. Additionally, 

aT3 provides a verification framework, which helps designers to 

maintain consistency between their O-MaSE models. Currently, 

agentTool III provides the following 10 diagramming plug-ins: 

Goal Diagram, Organization Diagram, Role Diagram, Agent 

Diagram, Capability Diagram, Domain Diagram, Plan Diagram, 

Protocol Diagram, Policy Set and Value Goal Model Diagram.   

With the proposed approach it is possible to design an agent-

based CPS specifying high level concepts in a platform-independent 

agent model (focusing on the domain model), and later 

automatically transform it for different implementation models, 

bridging the gap between design and implementation phases. The 

use of two layers of PIM models enables for horizontal 

transformation between the models of the second layer and the use 

of "foreign" environments for performance.  

3.2. Short description of software process model 

The development of agent-based CPS follows the software 

process model (development life cycle model), shown in Fig.3 and 

includes 4 phases (requirements definition, analysis, design and 

implementation). It is supported by the following models: 

 Goal model: This model is the starting point to the 

development process and is used in the phase of requirements 

definition and modelling of requirements to the system. The goal 

diagram is based on tree structure and AND/OR relationships for 

defining the selected functional and non-functional requirements to 

the project. Trigger relationships may also be used for defining 

dynamical appearing goals. The main goals are refined by the 

definition of sub-goals based on attribute-precede-trigger analysis. 

Refining goals may include specifying precedence constraints 

between goals, determining events causing specific goals, or 

specifying parameters that characterize goal states. 

 Domain model: It captures object types, relationships, and 

behaviours defining the domain in which agents are sensing and 

acting. The suggested approach extends the O-MaSE replacing 

the simple domain model with domain ontology based on ISA 

95 standard. 

 
Fig.3: Suggested software process model 

 Organization model: This model is a static model and is used 

at the analysis phase to represents the relationships of the system to 

external users through interfaces, defined as protocols. Fig.4 

presents a typical organization model of a CPS, which includes 4 

actors "Operator", "Cloud" (data is stored in the cloud), "Other 

cyber-physical system", "ERP system". The organization requires 

analysis and receives the results from the actor "Cloud". The "Other 

Cyber-physical System" actor requires and sends data to the 

organization as well as the organization to it. An "operator" can 

select a mode and receive reports from the organization. An ERP 

system can send a schedule and receive data about the cyber-

physical system from the organization. 

 Role Model: The Role Model defines the type of roles in the 

organization and the goals they are designed to be achieved. This 

model supports the creation of all models at the design phase, such 

as protocol diagram, agent class model and model policy. The role 

diagram is similar to the UML class diagram. 

 Capability model: This model describes the internal structure 

of the capabilities possessed by the agents and is described as an 

action or plan. The plan is presented through a state machine.   

 Agent model: The agent class model defines the agents used 

in the project and their relationships with actors, organizations, 

roles, capabilities and protocols. The agent class can be considered 

as a template of the type of agents used in the system, which is 

characterized by certain capabilities and/or playing certain roles. 

The agent classes differ from the object-oriented, because they are 

defined through roles, instead of using attributes and methods.  

  

Fig.4: An example of Organization model 

 Protocol model: The interactions in the system between roles 

and actors are described as sequences of messages or actions 

through the Protocol model, which look like an UML Sequence 

diagram. Two types of protocols are used – internal protocols 
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defining the interactions between actions within an organization and 

external – between organization and external actors. 

 Agent plan model: This model uses Finite State Automata to 

describe the behaviour of agents/roles in achieving certain goal.  

 Policy model: This model is very important model that 

formalizes the system's policies with a view to verifying it, by 

composing quantifiers using different patterns such as absence, 

existence, response, universality etc., and scopes as after, before, 

between etc. in order to define predicates, which must be verified. It 

may be used to specify liveness and safety properties of the system 

being designed 

3.3. Analysis of the suggested approach 

The suggested approach uses common meta-model that supports 

the adaptability of the developed agent based system. It integrates 

the agent based approach with representing the domain knowledge 

through ontology and in this way supports the reconfigurability of 

the system. The use of formal models in the different phases of 

development life cycle such as capability models, agent plan model 

and policy model, allows performing the verification of various 

aspects of development, which leads to a significant increase in its 

dependability and reliability.  

4. CONCLUSIONS 

Achieving the basic requirements to the cyber-physical systems 

such as flexibility, reliability, reconfigurability, adaptability and 

dependability requires the use of new, advanced methods in their 

development life cycle. The suggested approach uses an extension 

of O-MaSE methodology combined with ontology for domain and 

semantic service descriptions in order to meet the above mentioned 

requirements. The models used by the approach support its 

industrial application, as they meet the requirements for 

independence from the application, the level of management in the 

pyramid of automation, platform independence, robustness to errors 

and unpredictable problems and decentralization.  

Some of the main reasons to choose the O-MaSE methodology 

and process framework, and the agentTool III meta-model are the 

possibilities to customize and extend the development process and 

to fully fill the gap between design and implementation phases, 

generating the code of JADE based application.  

Important advantage of the proposed approach resulting from 

the use of meta-models and models and their formalization is the 

ability to verify and validate the models, as well as to increase the 

security and safety of the applications. The use of organization-

based engineering and goal-driven development are successful steps 

to achieving intelligent agent – based CPS. 
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