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Abstract: Recently, the issue of safety has not been whether or not Safety Management Systems are necessary to secure a high level of 
operational safety in railways but if they could eventually be improved. The answer is yes and that improvement can be done on the basis of 
well known (and adapted to the problems of safety) scientific approaches and methods. In other words, safety understanding will be 
developed into a new stage - Modern Safety Management System. The present paper discusses the possibilities for the introduction of some 
scholarly methods into safety management in railways. 
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1.Introduction 
The understanding of railway operational safety and its primary 

role for securing quality of the overall transportation process has 
evolved over the past several decades. The process of evolution 
started at a stage when safety was identified only as the number of 
incidents (accidents) which occurred within a given period. Railway 
safety experts usually call this stage the traditional approach to 
safety understanding. This initial attitude to safety is characterized 
only by incident (accident) reporting, spontaneous (unplanned) 
inspections, design and enrichment of operational regulations on the 
basis only of accident consequences, poor level of awareness, 
separate examination of the human factor, equipment and 
technology, etc. The second stage of safety understanding is marked 
by evolution of the elements (separately or in combination) of the 
first stage, for example: complex analysis of the relation between 
staff and equipment, more comprehensive and developed on the 
basis of consistent analysis rules, increasing role of personal 
liability, planned supervision and increasing supervisor's role, etc. 
The third stage of safety understanding is called Safety 
Management. Safety Management is based on a system-based 
approach that stresses the interactive nature and interdependence of 
external and internal factors in a structure (for instance: railway 
undertaking).  In this connection, all written procedures and 
regulations, operating (management) logic and company's strategy 
for decision-making is named Safety Management System (SMS). 
Recently, the question has not been whether or not Safety 
Management Systems are necessary to secure a high level of 
operational safety in railways but if they could eventually be 
improved. The answer is yes and that improvement can be done on 
the basis of well known (and adapted to the problems of safety) 
scientific approaches and methods. In other words, safety 
understanding will be developed into a new stage - Modern Safety 
Management System. The present paper discusses the possibilities 
for  introduction of some scholarly methods into safety management 
in railways. 

2.Fundamentals of SMS 

2.1.Background 
The idea of a Safety Management System is inextricably 

connected with the concept of system safety. This concept itself has 
a long history beginning in the late 1950s when it wss recognized as 
a separate scientific discipline. Prior to the 1950s, designers, 
engineers and managers relied mainly on a fundamental method of 
solving safety problems known as the trial-and-error method. 
Initially this simple approach gave a modest contribution towards 
the achievement of safety design. But with the growth of 
complexity of systems, this approach began to be unsuitable for 
qualitative decision-making process in the field of safety. The 
primary reason for this was the increased sensitivity of society 
regarding safety. The old model of creation of safety rules after a 

technical failure, incident or accident was no longer able to give 
enough positive results to prevent the future occurrence of similar 
failures or accidents. A new approach was necessary for better 
results in prevention.  

Thus, trial-and-error approach gradually developed into a 
system-based approach of the attitude to safety. System-based 
approach to system safety considers safety problems in their 
entirety and its specific characteristic can be summarized as: instead 
of waiting for something bad to occur it is better to take action to 
prevent this occurrence.   

All the above apply to a variety of industries including railways. 
It could be said that the increased complexity of railway technical 
and technological systems played the role of a catalyst for the 
origin, gradual adoption and present utilization of the concept of 
system safety in railway industry. Nowadays, the system safety 
approach is extensively used by a variety of railway undertakings 
and its practical realization is known as Safety Management 
System.  

2.2.Pillars of Safety Management in railways 
In order to illustrate the possibilities for the utilization of 

scholarly approaches and methods in design and functioning of a 
railway SMS, it is firstly necessary to define its nature and 
foundations. The next three items form the basics of the concept of 
Safety Management System: 

-Key definitions: 

 -System. The term system is mentioned in [1], [7] and [8]. 
But from the point of view of railway technical exploitation and 
operational management, the following definition is probably more 
accurate: A railway system is a combination of people, procedures 
and/or specific equipment all functioning within a specified working 
environment to accomplish a specific task or set of tasks for 
conveyance of people and commodities (adapted to [6]).  A railway 
undertaking (company) could be considered as a technological 
system including a variety of technical objects (also called technical 
systems/subsystems: vehicles, specific equipment, etc.), natural 
resources, people (designers, managers, operators, and customers), 
scientific and technical knowledge, regulations, norms of culture 
and behaviour, etc. 

 -Hazard. This is a situation that can occur within the 
transportation process capable of causing harm, injury, death, 
and/or damage. 

 -Risk. According to [2] risk is the probable rate of 
occurrence of a hazard causing harm and the degree of severity of 
that harm. 

 -Safety management. Application of engineering, 
technological, economical and management principles, criteria, and 
techniques to optimize the operating process of transportation on a 
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level where all potential risks are tolerable in line with predefined 
railway authority requirements. 

-Principles and related conclusions: 

 -Every man-machine system entails some kind of risks 
(nothing can be perfect). As a matter of fact, whatever the railway 
undertaking (Carrier or Infrastructure operator), it consists of a 
variety of subsystems which are usually a complex mixture of man-
machine systems and could be a source of risk. Therefore, only a 
qualitative, profound and system based analysis will identify risks 
and assess their elements, probability of occurrence and possible 
consequences. 

 -Identified and assessed risks do not require managerial 
confusion or relief (no need of  prejudice). It is well known that 
within transportation process total absence of risks is practically 
impossible, a fact that should not be taken for granted or as source 
for panic. Therefore, only a reasonable and well-balanced 
identification, monitoring and controlling of risks will lead to an 
adequate response (in compliance with company's features, 
knowledge and experience about safety, regulations, etc.) to 
whatever internal or environmental changes influencing the 
operating process.  

 -There are no obvious safety issues within an operating 
process, just engineering, technological and managerial ones which 
could cause serious mishaps (nothing can be absolutely obvious). 
Therefore, It is very important to define clear purposes regarding 
subsystems to be analysed (including their attributes, components 
interrelations, role in the overall operating process, inherent 
potential risks, etc.) and employ appropriate scholarly analytical 
tools (econometric, statistical, probabilistic, simulation, etc.). 

 -Whatever safety issue leads to the necessity for solution 
(mitigation measure), that can never be the best, just optimal. 
Therefore, decision-making needs to be put in place in order to 
achieve a reasonably practicable option of possible solutions. 

 -Most events and conditions influencing safety have a 
stochastic and unique nature. Therefore, a knowledge based 
approach to decision making with permanent involvement of 
operating staff in it is very important in safety management. 

 -Hazards may happen any time (and also many times) and 
in transport industry they usually impact not only the system where 
they occur but others (other companies, local people, etc.). 
Therefore, continuous efforts for safety improvement with mutually 
beneficial results are needed. 

-Basic components: 

 -Safety Policy - It is company’s commitment that safety is 
a key element of the entire operating process. This commitment is 
usually in form of written document from highest level of 
management and should be circulated to all operating staff. The 
safety commitment has three elements: design and future 
improvement of SMS (including all company’s rules, procedures 
and standards), encouragement of the staff acting on all levels of 
the operating process and ensuring all needed resources are 
available to meet safety requirements. 

 -Safety encouragement – It is a company’s duty to 
promote the right understanding of safety at all levels of technical 
exploitation. It includes: safety behaviour (safety culture), training 
of the staff regarding structure and requirements of SMS and the 
exchange of knowledge (communication). 

 -Risk management – This is an analytical procedure used 
to make decision regarding the nature of potential risks and the 
necessity for their reduction, involving the following main subtasks: 
hazard identification, risk assessment, defining and implementation 
of  mitigation measures. 

 -Safety monitoring – It is a general and permanently 
implemented procedure to ensure that a railway undertaking follows 

the defined safety policy. It includes: company’s scheme of 
periodical audits (internal or/and external) and procedure of 
corrective actions. 

3.Possibilities for monitoring of SMS components 
with utilization of scholarly methods 

The achievement of a safe transportation process is a very 
important task. At the same time even with well-established and 
good working SMS, this is a complex requirement, not easily 
achieved. The main reason for that is that a variety of processes and 
events typical for the above-mentioned components of SMS are 
characterized by complexity, uncertainty and ambiguity. A number 
of scientific approaches and methods exist that could be 
successfully utilized in SMS design, implementation and further 
improvement. The application of a very popular analytical method 
to improve the functioning of SMS will be presented within this 
section. 

3.1.Bayesian network relevance to SMS 

3.1.1.Background 
Bayesian networks (also known as Bayesian belief networks) 

are probabilistic graphical models that make it possible to arrive at a 
decision regarding the sequence and interdependence of defined 
events at the conditions of uncertainty and ambiguity [3], [4], [5]. A 
Bayesian network consists of nodes (vertices) and arcs (direct 
edges). The nodes n21 X,,X,,X=X ......  of the network represent 
random variables (or events) whilst the arcs describe their causal 
relationship. In other words, the arc ji XX → represents a statistical 

dependence between events iX  and jX  , that is: the first event 
(also named parent event)  can cause the second one (also known as 
child event). Due to the fact that an event may have some ''parents'', 
a Bayesian network can be deemed as a mixture of ''descendant'' 
sets (sets of nodes that can be reached by a direct connection from 
the considered node) and ''ancestor'' sets (sets of nodes from which 
the considered node can be reached by a direct connection). A basic 
property of Bayesian networks is their acyclic design - there is no 
causal feedback in their structure (the graph does not involve nodes 
which are their own ancestor or descendant). 

Each event (variable) in a Bayesian network is characterized by 
a probability set (table). For a child event, the table consists of some 
conditional probabilities covering all combinations of states of an 
event's parents. Depending on the number of parents the probability 
tables can dramatically increase.   

Events without parents have simpler probability tables 
consisting just initial probability distribution.  

The design of a Bayesian network encompasses two basic 
stages: 

-Definition of consequence (hypothesis) events. These are 
events for which the investigator wants to know the probability 
distribution allowing him to make a respective solution. 

-Definition of initial events. These are events giving evidence 
(initial) information about the process under consideration. 

-Definition of intermediate events. These are events providing 
additional information regarding the process under consideration. 

-Graphical design of the network. Construction of the network 
is made by connection of events (arcs) having logical relationship 
(in the context of the investigated process). It is very important to 
follow causality direction. 

-Constructing the probability tables. Tables can be filled by 
using subjective probabilities (on the basis of expert's knowledge), 
statistical methods and gathered data, simulation, etc. 
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-Reasoning. Depending on the analysis Bayesian networks can 
be used for two types of reasoning (conclusions): 

 -Top-down reasoning (follows the direction of the 
network arcs) – predictive reasoning from the information about 
causes to the beliefs (expressed by conditional probabilities) in 
effects. 

 -Bottom-up reasoning (follows the opposite direction of 
the network arcs) - diagnostic reasoning from consequences to 
causes 

3.1.2.Feasibility 
The ability to make effective SMS decisions largely depends on 

the presence of sufficient information about different operating 
situations. Unfortunately, due to the essence of the transportation 
process, it is almost impossible to gain as much reliable information 
as safety managers would like to have. Therefore, an appropriate 
analytical tool used to handle uncertainty (basic problem for an 
effective decision-making) is to be used. Due to the fact that 
Bayesian networks use probability to represent uncertainty and 
ambiguity (and in such a way the respective operating scenarios 
connected with them) they are a very good example of such an 
analytical tool.  

 

There are lots of possible applications of Bayesian networks 
within the procedures of implementation of SMS. Let us consider a 
simple example that illustrates some of the characteristics of 
Bayesian networks and their specific feasibility in railway SMSs 
(Fig.1). The example describes the influence of SMS over 
transportation process safety. More specifically, it considers railway 
technical equipment reliability and its impact on safety in two 
possible scenarios – with and without SMS - of the railway 
undertaking. Furthermore, the network takes into consideration the 
SMS reliability that can be defined as its possibility to encompass 
all possible safety issues (risk assessment, scope of safety rules, 
adequacy of procedures, etc.). So, in this operational diagnosis 
example, we might ask whether and to what extent SMS presence 
(and its efficiency) mitigates the equipment imperfection. All 
network variables (events) are binary, i.e.: they are either TRUE 
(denoted by “T”) or FALSE (denoted by “F”). For instance: 
equipment reliability is described by event A - “equipment failure” 
with probability of occurrence ( ) 0.25=T=AP , such as SMS 
reliability is represented by event B  - “SMS failure to detect and 
prevent an equipment failure from developing into a mishap” with 
probability of occurrence ( ) 0.3=T=BP . Conditional probability 
tables describing all possible scenarios of dependence between 
events are shown beside each node. Following the network topology 
and quantifying the relationship between connected events (by 
using conditional probability distribution about each one of the 
nodes) it is possible to determine the final events (effects). In the 
present example they are events C and D. There are two scenarios 

of equipment reliability influence over safety and it is very easy to 
notice the effect of SMS. The presence of a well-established and 
properly working SMS (within the operating process of a given 
railway undertaking)  helps to diminish almost two times the impact 
of equipment over operating safety represented by the probability of 
accident occurrence →  0.2=T)=P(C  and 0.11=T)=P(D . 

The example above of Bayesian network can be deemed as a 
causal model of relationship between some predefined safety 
attributes and their strengths. Similar models could be developed 
regarding many safety management problems and could 
successfully be used to implement qualitative decision-making. 

3.2.Using simulation in Bayesian networks 
As it is explained above, the inference through Bayesian 

network relies on a set of probability tables representing uncertain 
events. Sometimes, there is no need to compute the exact value of 
the unknown probability but only its approximate assessment 
(which could be improved later by using supplementary computing 
resources). That could be done by stochastic simulation and such an 
approach is applicable in safety management where a decision-
maker must urgently respond to the occurrence of specific events 
(changes) within operating environment. Thus, the manager would 
have permanent knowledge (although not too precise) about the 
specifics of the operating environment. This approach will be 
illustrated in the following example. 

Let us have a Bayesian network describing a given scenario of 
accident occurrence B  caused by two causes A   and C  (Fig.2). 
Probabilities of occurrence of causes A and C which are under 
consideration regarding the investigated type of accident are 
( ) 0.75=T=AP  and ( ) 0.25=T=CP . The conditional probabilities of 

event B are also depicted in figure 2. As a matter of fact, they 
represent all possible scenarios of accident occurrence B as a result 
of occurrence (or not occurrence) of cause A and/or cause C. The 
diagnostic reasoning of constructed in such a way Bayesian network 
allows obtaining probability of occurrence of cause A given that 
accident B has not happened - ( )F=CF,=BT=AP / . In other words, 
this is the probability of occurrence of cause (causal factor) A  
which is under investigation within the operating process of 
transportation. The diagnostic reasoning could be implemented by 
simulation following the next algorithm involving three main steps: 

 

Step 1: Simulation of event A following previously predefined 
prior probability - ( ) 0.75=T=AP . 

For this purpose a random variable [ ]0,1∈AR is generated. Each 
value of AR  as a single representative of event A has to be 
compared to prior probability ( )T=AP . If 0.75<RA  event A can be 
considered as TRUE ( )A  otherwise as  FALSE ( )A− . The simulation 
process regarding event A  is shown in figure 3. 

Step 2: Simulation of event B . 
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Depending on the results connected with the first step of 
simulation, the respective conditional probability of event B  has to 
be chosen for continuation of the simulation process following the 
same approach as this on step 1, namely: 

 

-If after the first step TRUE=A  then a random variable 
[ ]0,1∈BR  is generated and compared to conditional probability 

( ) 0.6/ =F=CT,=AT=BP . If 0.6<RB  event B can be regarded as 
TRUE ( )B  otherwise as FALSE )( B− . 

-If after the first step FALSE=A  then a random variable 
[ ]0,1∈BR  is generated and compared to conditional probability 

( ) 0.2/ =F=CF,=AT=BP . If 0.2<RB  event B can be regarded as 
TRUE ( )B  otherwise as FALSE ( )B− . 

The simulation process including steps one and two should be 
fulfilled many times ( K ) and each iteration of implementation 
increments two counters - FALSE=BTRUE,=AK=K1   and   

FALSE=BFALSE,=AK=K2  with one, that is.: 

 

- 11 +K=K 1  if A=TRUE, B=FALSE; 

- 12 +K=K 2  if A=FALSE, B=FALSE. 

The ratios KK /1 and KK /2  represent probabilities 
( )F=BP and ( )F=BT=AP ∧ . Having their values and by the 

usage of conditional probability formula the obtaining of probability 
( )F=CF,=BT=AP /  is very easy to calculate as the ration 

0.66/ 12 =KK . The results about parameters 1K and 2K  are shown 
in figures 4 and 5.  

4. Conclusion and Discussion 
The successful management of operational safety in railway 

industry requires understanding of railway undertaking as a 
complex system. Such a system could never be designed perfectly 
and every constituent of it can be subject to failure - technical 
equipment, operating staff, procedures and rules, etc. System 
failures entail incidents which are usually considered as normal to 
occur (it is impossible to absolutely prevent them from occurring). 
At the same time, serious ones (accident) could and should be 
prevented and that can be done by implementing certain measures, 
e.g. company's knowledge of incidents. On this basis and by the 
usage of appropriate scholarly approaches and methods, the risk 
management regarding incidents and serious accidents becomes not 
only possible but extremely effective. 

The present article demonstrates that Bayesian networks are 
applicable in designing and functioning of Safety Management 
Systems of the railway undertakings. The possibility to manage 
reasoning and decision making under uncertainty is their main 
advantage. It all makes them appropriate tools for analysis of 

interactions and relationships characterising a railway undertaking 
which under certain conditions could turn into causal factors of 
accidents, e.g.: organizational deficiencies, operating environment 
influence, etc. Due to their simplicity to use, applicability and 
comprehensive results, Bayesian networks will become more 
popular analytical tool within all components of railway 
undertakings' SMSs. 
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