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Abstract: The article deals with the steganography system which hides text inside images without losing data. The secret message is 
hidden in the cover image using Least Significant Bit (LSB) algorithm. To evaluate steganography system properties the measures like 
Signal-to-Noise Ratio (SNR), Peak Signal-to-Noise Ratio (PRSN), Mean Squared Error (MSE) and Structural Similarity Index for 
measuring (SSIM) are used. Experimental results show the advantages of the described steganography system. 
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1. Introduction 

Modern world communication between companies and 
consumers needs a more protected and secure exchange of 
confidential information via Internet. One way to achieve this is, 
through the use of stenography. It ensures secure data transfer, due 
to the very fact of hiding the implementation of secret 
communication. Two steganographic categories are defined in [1]. 
The first, called Fragile includes embedding information in a file 
that will be destroyed if it is changed. The other type of 
steganography is considered to be Robust. Its purpose is to embed 
information in a file that cannot be easily destroyed. 
Steganography algorithms can also be classified according to other 
criteria. According to the object in which the secret message will 
be embedded, steganography can be achieved through images, 
audio and video files, text or web protocols. 

To be able to select a steganography algorithm for a particular 
application, it is necessary to clearly distinguish between the pros 
and cons of each one of them. A major factor is the identification 
of specific indicators by which to evaluate algorithms. The criteria 
which one steganography algorithm must meet are invisibility, 
amount of embedded data, type of files, sustainability of stego-
analysis and sustainability of modification. 

All criteria of a method cannot be optimized simultaneously. 
For example, if you need to embed a large amount of data, the 
image quality will deteriorate and/or a compromise on any of the 
properties of the method will have to be done. Adding extra 
property to the method of hiding data (such as detecting illegally 
altered areas in the image) reduces the maximum amount of 
embedded data and/or reduces the quality of the image. When 
evaluating methods for hiding data, these compromises should be 
taken into account. 

2. Basic characteristics of steganography 
algorithms evaluation 

When comparing two images four major statistical properties 
which describe the degree of similarity between the images are 
calculated: MSE (Mean Squared Error), PSNR (Peak Signal-to-
Noise Ratio), SSIM (Structural Similarity Index for Measuring), 
and images entropy. 

The calculation of the MSE (Mean Squared Error) is a 
standard statistical approach to objectively measuring the degree 
of difference between two images. A small value of the MSE 
means that the average level of difference between them is little. 
In the case of two identical images, the MSE value is zero. Unlike 

the MSE, a greater value of PSNR means better image quality. 
When there is uniformity of two images, PSNR has a value 
tending towards infinity. The main purpose of all steganography 
methods is to minimize the value of the MSE, and accordingly 
maximizing the value of the PSNR. 

The characteristics studied are represented by formulas (1) and 
(2), the PSNR is based on values obtained for the MSE: 

(1)               𝑀𝑆𝐸 =  
1
𝑚𝑛  �  �[𝐼(𝑖,  𝑗) −𝐾(𝑖,  𝑗)]2,

𝑛−1

𝑗=0

𝑚−1

𝑖=0

 

Where m and n are the width and height of the image; I  (i, j) and 
K (i, j) are relevant pixels with coordinates (i, j) in the original 
stego-image. 

(2) 𝑃𝑆𝑁𝑅 = 10. log10(𝑚𝑎𝑥2

𝑀𝑆𝐸
) = 10. log10( 𝑚𝑎𝑥

√𝑀𝑆𝐸
), 

 where мах = 255 for 8 bit images. 

The degree of similarity of the images before and after the 
embedding of the data, measured by the MSE and the PSNR, 
determines the quality the stego-image [5]. When the similarity 
between the images studied is small it is assumed that the quality 
of the stego-image is lower. 

Figure 1 is a block diagram visualizing the steps of calculating 
the basic functions of the images quality. From the figure it 
becomes clear that they are interrelated and derived from one 
another. 

Fig. 1. Block diagram of the transformation of the basic 
qualitative characteristics of an image 

The SSIM index (Structural Similarity Index for measuring) is 
similar to the MSE and the PSNR, but is designed to improve them 
both. As an indicator it measures changes in brightness, contrast 
and structure of an image. What is needed to obtain the SSIM is, to 
combine the values obtained for the average intensity of the 
brightness, the variations in the contrast and the structure of the 
cross-correlation between the original and stego-image. In [8], the 
brightness, contrast, and the value of structural similarity are 
represented by equations (3), (4) and (5): 
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(3) 𝑙�𝑥,  𝑦� =  2𝜇𝑥𝜇𝑦+𝐶1
𝜇𝑥2+𝜇𝑦2+𝐶1

 

(4)` 𝑐�𝑥,  𝑦� =  2𝜎𝑥𝜎𝑦+𝐶2
𝜎𝑥2+𝜎𝑦2+𝐶2

 

(5) 𝑠�𝑥,  𝑦� =  2𝜎𝑥𝑦+𝐶3
𝜎𝑥𝑦+𝐶3

, 

where C1, C2 and C3 are constants obtained by the equations.  

(6) C1 = (К1L)2, C2 = (K2L)2.  

In (6) L = 255 for an image with 8 bits/pixel, and K1 << 1 and 
K2 << 1 are very small constants. 

The values obtained in (3), (4) and (5) are combined into a 
final average value for the SSIM index 

(7) 𝑆𝑆𝐼𝑀�𝑥,  𝑦� = [𝑙(𝑥,𝑦)]𝛼  .  [𝑐(𝑥,𝑦)]𝛽  .  [𝑠(𝑥,𝑦)]𝛾, 

Where α > 0, β > 0 and γ > 0 are parameters which determine the 
relative importance of the three components in the value of the 
𝑆𝑆𝐼𝑀�𝑥,  𝑦�. In the article was accepted equal importance of 
brightness, contrast and value of structural similarity, i.e. 
α = β = γ = 1 and C3 = C2/2. 

From the above-mentioned equation (7) follows in (8), which 
represents the final form of the SSIM index between two images of 
x and y: 

(8) 𝑆𝑆𝐼𝑀(𝑥,𝑦) =  (2𝜇𝑥𝜇𝑦+𝐶1)(2𝜎𝑥𝑦+𝐶2 )
(𝜇𝑥2+𝜇𝑦2+𝐶1 )(𝜎𝑥2+𝜎𝑦2+𝐶2)

 

SSIM(x, y) takes values in the range [0; 1], and when x = y, the 
value of SSIM (x, y) = 1. 

In the article of [10] is proposed constraints analysis of the 
MSE and the PSNR and they are compared with the SSIM. 

In [9] a special case of (8) is discussed, in which C1 = C2 =0. A 
disadvantage of these parameters is that when the denominator of 
(8) tends to 0, the resulting measurement becomes unstable. This 
problem has been successfully solved in [8] by adding two 
constants C1, C2, for which is calculated by (6) that are K1 = 0,01 
and K2 = 0,03.  

According to Shannon Entropy Е is a measure of uncertainty 
that exists in a source of information with respect to some variable 
or event. 

3. Steganography algorithm based on the LSB 
method of embedding information in images 

Stego-image 24-bit format file storage using RGB (Red, 
Green, Blue) color model [3] is a prerequisite for the presence of a 
large excess of information that can be used for the purpose of 
steganography. Steganography synthesized algorithm for 
embedding information in images uses up to three of the last 
significant bits in each color channel pixels. 

Additionally, the opportunity for selecting a color-channel and 
pixels in which the information is embedded is achieved.  

Steganography modification principle [2] is used to implement 
the functions of embedding and retrieving data in the cover image, 
where the pre-existing cover images are changed during the 
process of embedding. An algorithm is used for insertion into the 
LSB (Last Significant Bit) for hiding information in image [2], [7]. 
Through the LSB method is obtained embedding of the message 
bits in the last significant bits of the color components of 
individual pixels of the image. It is symmetrical, which means that 
for embedding and extracting a message, identical operations are 
performed in the same order. The effect of the algorithm is based 
on the fact that the secret information is stored in the last 
significant bits of the pixels of an image, without causing visible 
differences in its view. 

Figure 2 is a general block diagram of the algorithm, in which 
is checked whether there is a data entry or retrieval. Thus is 

checked what operation will be realized and is proceeded to the 
incorporation or extraction of the confidential information 

 

 

Fig. 2. Block diagram of the software system 

The proposed algorithm can work with BMP, PNG and TIFF 
file formats of images without size limitations. Since it does not 
have a block for pre-compression, the maximum amount of 
information that will be embedded in the image is determined 
depending on the size of the carrier file minus the information in 
the header file (service information), while also allocating bytes 
for the generated code of the password. 

The amount of the stego-file is the same as that of the carrier 
file. A stego-key can be typed in the algorithm. The stego-key is 
used to control the process of embedding confidential information 
and limit the ability to find and recover the secret message [6]. 
Rijndael symmetric encryption algorithm is used in the proposed 
algorithm for protecting the stego-key. 

4. Experimental set of images  
By implementing a program system for embedding/ extracting 

text messages many tests with different size messages and images 
have been carried out. The studied algorithm is based on the LSB 
method applied and tested on BMP image formats. Test results of 
the qualitative characteristics MSE, SNR, PSNR, SSIM and E are 
analyzed. Visual analysis of the compared images shows lack of 
visual differences in visual control. Histogram analysis and the 
results of the qualitative characteristics are obtained by MATLAB. 
Table 1 presents the results of the qualitative characteristics of 
embedded text files in English with a size of 170 to 240 kB and 
cover digital image parrot.bmp is used. 

Table 1. Qualitative characteristics of parrot.bmp image in 
embedding a different size of the secret message  

Size MSEav SNR PSNR SSIM Е  
170B 2,6809e-5 79,4718 86,2179 1 7.6200 
300B 4,471e-5 77,2806 84,0267 1 7.6200 
600B 9,081e-5 74.2614 81,0075 1 7.6200 
10kB 0,0015 61,9987 68,7448 1 7.6202 
30kB 0,00455 57,2162 63,9623 1 7,6204 
40kB 0,00485 56,0551 62,8012 1 7,6204 
50kB 0,0076 55,0116 61,7577 0,998 7,6207 
60kB 0,0089 54,2661 61,0122 0,998 7.6208 
70kB 0,0125 52,7076 59,7072 0,998 7.6209 
80kB 0,0178 51,2512 57,9974 0,998 7.6215 
120kB 0,0355 48,2430 54,9891 0,997 7.6224 
240kB 0,0355 48,2429 54,9890 0,997 7.6224 
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(а) (b) 

Fig. 3. Dependence of (a) SNR and PSNR and (b) MSEav. for 
parrots.bmp mage for values of 170 to 240 kB  

The difference between the minimum and maximum value of 
MSE is difficult to establish because the change is only in the 
thousands. The average MSEav. was obtained as the average of the 
minimum and maximum MSE and is visualized in the graph of 
Figure 3(b). 

With the increasing amount of embedded data, PSNR values 
decrease and the values of MSE grow. At 10 kB embedded 
information is observed value of PSNR, which [4] proposed as 
excellent and their value is 43,6396 dB. 

Table 2 presents the results for the tested qualitative 
characteristics in the embedding of 60 kB information. When 
embedding the information one, two or three last significant bits in 
the three color components of individual pixels of the parrots.bmp 
image are used respectively. From the results presented in Table 2, 
it can be concluded that the basic statistical characteristics of the 
image are deteriorated by an increase in the number of the used 
last significant bits of embedded information. 

Table 2. Values of the studied statistical characteristics of the 
parrot.bmp image with integrated 60 kB text in English with 
increasing the number of the used last significant bits from 1 to 3 
inclusive 

 
Number of 

last 
significant 

bits of 
embedded 

information 

MSEav SNR PSNR SSIM Е 

1 0,0089 54,2661 61,0122 0,998 7,6208 
2 0,0242 50,2316 56,9777 0,998 7,6208 
3 0,0620 45,9034 52,6495 0,998 7,6210 

Table 2 corresponds with the graphic results in Figure 4. 

  
(a) (b) 

Fig. 4. Dependency in (a) MSE and (b) SNR, PSNR in 
embedding of 60 kB information in three color channels of the 
parrots.bmp image, using 1, 2 or 3 significant bits  
 

Graphical visualization of the results is presented in Figure 5. 

Table 3. Embedding of 4 kB text in Bulgarian and English in 
different images 

Original 
image 

Type of 
text MSEьэ SNR PSNR SSIM Е 

Alps engl. 0,0014 62,265 69,8157 1 7.5557 
Alps bg 0,0013 62,4801 70,0309 1 7.5549 

Paradise engl. 0,0011 60,1414 69,8151 1 6.456 
Paradise bg 0,00098 60,1312 69,8050 1 6.466 
change engl. 0.0012 64,1293 69,9402 1 4.9676 
change bg 0,0015 63,8985 69,7094 1 4.9698 
Marbles engl. 0,0013 66,9616 72,1563 1 6.9900 
marbles bg 0,0012 67,6274 72,8221 1 6.9874 

Ice engl. 0,0012 61,538 69,7777 1 6.5832 
ice bg 0,0013 61,5217 69,7613 1 6.5833 

snow engl. 0,0012 63,5232 69,7424 1 7.2032 
snow bg 0,0011 63,5473 69,7664 1 7.2032 
tahaa engl. 0,0013 64,3824 69,7678 1 7.7233 
Tahaa bg 0,0011 64,4358 69,8212 1 7.7232 

 

  
(a) (b) 

Fig. 5. Dependency in embedding of 4 kB in the last 
significant bit of information in Bulgarian and English with 
indicators (a) MSEav and (b) SNR, PSNR parrost.bmp image 

Table 3 presents the results of the studied qualitative 
characteristics in embedding of 4 kB information in English and 
the same amount of information in Bulgarian at the same other 
input parameters of the software system. Various images, whose 
dimension is different, are used. 

In Figure 6 can be seen histograms of original and stego-
image obtained by embedding of 10 kB information at base 
settings of the steganography algorithm, i.e. successively 
embedding in the three color components of pixels without using 
protection by stego-key in a pepper.bmp cover image. 

 
Fig 6. Histogram of original and stego-image, which has 10 kB of 
embedded information  

Difference in the histograms is hardly observed. This result 
can be attributed to the fact that the embedded message is not 
particularly large. 

5. Conclusion 
The results from the research can be summarized in the 

following conclusions about the characteristics of the studied 
steganography algorithm: 

- By increasing the size of the embedding data the 
statistical characteristics of the images deteriorate, 
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although, the visual quality of the images processed with 
steganography system remains excellent. 

- Using more than one of the last significant bits in the 
bytes representing each pixel increases the ability to 
embed a larger amount of data. 

- The used cryptographic algorithm ensures additional 
security during transmission and recovery of the stego-
message. 

-  In embedding in the same image of equal length 
messages in Cyrillic and Latin, the stego-images obtained 
have approximately 0,033% difference in the values of 
the parameters examined. 

- This regularity is sometimes in favor of images 
containing text in Bulgarian, as the percentage is almost 
the same, i.e. less than 1%. 

- The modification of the PSNR in embedding of the same 
amount of information using one and three bits from the 
last significant bits is about 15%. 
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