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Abstract: The strategic initiative Industry 4.0 implies integration of Cyber-Physical Production Systems (CPPS), Internet of Things (IoT) and 

cloud computing, leading to what is called "smart factory". The lack of theoretical foundation and methodologies for development of CPPS 

creates barriers that may hamper the adoption, commercialization, and market success of the new CPPS applications. Standardization and 

digitalization are at the heart of the methodologies for developing intelligent cyber-physical production systems. OPC UA is the only 

recommended communication standard within the RAMI reference architecture. Here comes the main purpose of the paper to analyze OPC 

UA in respect to the information model creation and measures to ensure security of applications. An important place in the paper is devoted 

to the specification of standardized information models of other organizations, such as those of the ISA-95 (IEC-62264). 
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1. Introduction 

The backbone of Forth Industrial revolution are the Cyber-

Physical Production Systems (CPPS), which are considered to be 

new types of systems that expand the capabilities of physical world 

through computing, communications and control, and upgrade the 

electronic automation. The fundamental requirements for 

introducing CPS in industry are specified by [1] as follows:  

 Adaptable to heterogeneous environments: integration with 

cutting-edge information systems, smart-devices and the existing 

environment (from old PLCs to smart object embedded in 

computing power). 

 Capable of working in distributed networks: they should 

gather, transfer and store in a reliable manner all the information 

provided by smart sensors and actuators through the use of the 

Internet of Things (IoT). 

 Based on a modular open architecture: the interoperability has 

to be ensured across different platforms provided by several 

vendors along the value chain. 

 Incorporate human interfaces (HW & SW based): integration 

of user-friendly and reliable service to make decision makers aware 

about the real time situation of the factory. 

 Fault tolerant: given by the encapsulation of models to 

activate prediction control loop and correctness of automation 

systems. 

Standardization plays an important role in fulfilling the above 

mentioned requirements. The development and adoption of 

standards reduces the risk to enterprises and encourages the 

adoption of new technologies, products and production methods. 

Standards for CPPS include reference architecture, 

communications, common services and functional models, 

semantics, security and safety standards, and standard interfaces for 

system-to-system interactions [2]. A survey on the “Prospects for 

Industry 4.0” [3] confirms the importance of standardization for 

adoption of Industry 4.0 and CPPS. The major advantage of using 

standards is that they reflect the state of the art of research and 

technology development and promote mutual understanding and 

consensus among partners. The main shortcomings in 

standardization are related to the existence of too many standards 

and the lack of interoperability between them internationally, with 

the main reasons for this being the different culture, language and 

areas of use. Overcoming these shortcomings requires cooperation 

and coordination, the so-called harmonization process. It can 

implement this by using the 5C architecture of the CSPP [4] and 

analyzing the standards that support the different layers of 

architecture [5]. 

The fusion of automation and information technology requires 

two key elements. First is the requirement for an intelligent MES 

system able to make rule-based decisions and store the data 

collected. Second is the requirement for a fast, platform-

independent, scalable and secure communication layer that can be 

integrated horizontally and vertically. These requirements are fully 

met by IEC-62541 Standard (OPC UA) [612], which defines a 

common infrastructure model for information exchange between 

components (sensors, mechanisms, control systems) and systems 

(MES, ERP) in the industry. OPC UA supports the creation of the 

following specifications: 

 An information model for representing structure, behavior, 

and semantics. 

 Message modelling for interactions between applications. 

 Communication model for data transfer between endpoints. 

The main aim of the paper is to provide an analysis of the standards 

used in the field of cyber-physical systems. The main focus of the 

analysis is on the IEC-62541 standard, which is referred to as the 

only recommended for implementation communications standard 

foreseen in the RAMI reference architecture of Industry 4.0. There 

are two aspects that are the focus of attention: information modeling 

and security issues that have been addressed in the standard. Of 

importance in the development of methodologies for building of 

cyber-physical production systems is the achievement of 

interoperability between OPC UA and standards that support the 

CPPS architecture. 

The paper is presented in three parts. After the Introduction, the 

second part of the paper presents the 5C architecture of the CPPS 

and analyzes the existing standards, broken down by layers of 

architecture. The third part of the report is devoted to the OPC UA 

standard, consistently analyzing the structure and content of the 

standard, information modeling based on the OPC UA meta model 

and the possibility of creating standardized information models of 

other organizations, such as ISA-95 and PLCopen. Special attention 

is paid to the security model of the OPC UA and its characteristics. 

Finally, some conclusions representing the analysis results are 

made. 

2. CPPS and standardization processes 

2.1. 5C architecture of CPPS 

An important step in accelerating the deployment of cyber-

physical systems in the industry is to define their reference 

architecture and methodology for their development. Lee et al. [4] 

offer the so-called 5C architecture for building a CPS, which 

consists of 5 levels: connection, conversion, cyber, cognition and 

configuration. The architecture is presented in Fig.1 and is a 

practical guide to deployment of cyber-physical systems in the 

industry. At the first level “connection”, the necessary information 

is collected from various sources (machines, programs) using 

appropriate sensors and special procedures, with subsequent transfer 
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of the various data received to a central server using different 

appropriate protocols. At the “conversion” level, all data is 

transformed into information using appropriate algorithms, 

procedures and methodologies that form the self-awareness of 

machines (the physical part) and through which their state can be 

predicted. The “cyber” level plays the role of a central hub and 

serves to retrieve new information for the purpose of comparisons, 

evaluations and similarities with past events and situations in order 

to predict the behavior of machines, apparatus and equipment. At 

the "cognition" level, knowledge is generated that the user needs to 

use when deciding on maintenance optimization. At the 

"configuration" level, the feedback of cyber space to the physical 

space is realized in order to achieve self-configuring and self-

adaptive machines and equipment. So-called resilience control 

systems are being put in place to implement corrective and 

preventative decisions taken at the “cognition” level. 

 

Fig.1: 5C architecture of CPPS [4] 

2.2. Basic standards in the domain of CPPS   

The distribution of standards concerning CPPS on the different 

layers of 5C architecture is suggested by [5] and is shown in fig.2 

The standards for the first layer of the 5C architecture relate, in 

particular, to data acquisition techniques for physical objects and 

systems. Among the most applied standards are those concerning 

Automatic Identification and Data Capture (AIDP), such as 

ISO/IEC-19762 and ISO/IEC-15459, and standards regarding the 

use of intelligent sensors (IEC-21451). This group also includes 

standards related to control systems, such as IEC-61131 for 

programmable logic controllers and IEC-61499 relating to 

distributed control systems. The second layer of architecture is 

supported by standards that provide different languages and 

environments for describing the characteristics of different physical 

devices and systems, such as: IEC-61804, IEC-61360, and IEC-

62714 (AML), which provides a unified format for data exchange. 

Data security standards (ISO-27000) and management systems 

(IEC-62443) also play an important role in this group. The 

standards providing the third layer are the most numerous and affect 

primarily communications including local area networks (ISO/IEC-

8802), wired communications (IEC-61158 and IEC-61784), 

wireless communication networks (IEC-62591, IEC-62601), sensor 

networks (ISO/IEC-29182, ISO/IEC-30101) etc. This group also 

includes the IEC-61541 standard considered in the paper. The 

standards at the cognition layer are oriented to condition monitoring 

and diagnostics of machines (ISO-13374), data processing and 

interface specification (IEC-62453). The configuration layer 

includes a group of standards for overall control of CPS, such as the 

IEC-61512 standard for batch control, IEC-62264 for enterprise - 

control system integration, IEC-61508 standard for functional 

safety. 

OPC UA has been cited as the only recommended standard for 

implementation at the "communication" layer, according the RAMI 

Reference architecture. 

 
Fig.2: Basic standards in the domain of CPPS [5] 

3. Short analysis of IEC-62541 standard  

3.1. Overview of OPC UA  

The IEC-62541 Standard or OPC-UA (Open Platform 

Communication – Unified Architecture) [612] is a new generation 

of OPC that replaces DCOM communication specific TCP/IP 

protocols enabling OPC in any operation system and can be 

implemented in all languages. OPC UA offers a fully networked, 

object-oriented concept for the namespace, including metadata for 

object description. The OPC UA specification defines a service-

oriented architecture (SOA) with a set of services described in Part 

4 of the standard [10]. The information models in OPC UA form a 

layered structure, shown in the Fig.3, where the lowest level is the 

base Information Model. Above the base model the service-specific 

information model extensions for Data Access, Alarms & 

Conditions, Programs, Historical Access and Aggregates are 

located. Above the composition of general information models, the 

companion specifications are defined. The next layer are companion 

specifications which are domain-specific information models On 

the uppermost level of the OPC UA structure, highly specified 

information models are defined by different companies or vendors 

for use in their specific products. The composition of information 

models can be extended.  

 

Fig.3: Layered structure of information models in OPC UA [10] 

3.2. Information modeling in OPC-UA 

With the OPC UA, the OPC Foundation makes the transition 

from object-oriented COM / DCOM technology to service-oriented 

architecture by integrating the previous specifications into a single 

address space, represented by a model to define complex 

information in the form of objects consisting of nodes related to 

references. Different classes of nodes convey different semantics. 

For example, the variable node represents a value that can be read 

or written, having an associated Data Type that can define the 

current value. The method node represents a function that can be 

called to execute. Each node is characterized by attributes, 

including a unique identifier. The main notations used are presented 

in Fig.4.  
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Fig.4: The OPC UA Information model notations [9] 

There is increasing interest in creating standardized information 

models based on OPC UA, such as the ANSI / ISA S95 information 

models (IEC-62264) and the PLCopen initiative in modeling motion 

control systems. The approach for generation of OPC UA model 

from an existing ISA-95 model includes the following steps: 

 Mapping all ISA-95 properties to OPC UA Variables and 

OPC UA VariableTypes and creating new OPC UA VariableTypes 

or subtype of a VariableType if needed. 

 Mapping all ISA-95 classes and ISA-95 Objects to OPC UA 

ObjectTypes and creating new OPC UA ObjectTypes if needed (for 

Objects with multiple instances). 

 Creation of all types as a part of hierarchical set of types in 

order to facilitate the implementation and maintenance. 

 Converting all IDs of relationships between the elements of 

ISA-95 model to OPC UA References using the existing 

References, if possible. 

 Reusing existing OPC UA concepts wherever possible. Do 

not duplicate them. 

 Comparing the resulting model to the B2MML model in order 

to verify it. 

According [13] is given an example with the ISA-95 Equipment 

Model. It is an abstract model that describes classes of logical 

equipment. Fig.5 shows the Equipment Information model in terms 

of the OPC UA Information Model. It consists of “Equipment 

Types” and “EquipmentClassTypes”. The model includes the 

definition of subtypes of “EquipmentClassType”, an instance of 

“Equipment”, and a subtype of “EquipmentType”. Any subtype of 

“EquipmentType” includes additional restrictions on Instance of the 

subtype such as the instance can never remove an associated 

“EquipmentClassType”. 

 

Fig.5: ISA-95 equipment information model [13] 

3.3. Analysis of security model of OPC-UA 

The three requirements for security are to preserve the 

confidentiality, integrity and availability of information assets. 

“Confidentiality” ensures that users without access rights do not 

have access to the information, the term "integrity" refers to the 

preservation of accuracy and integrity of information, and the term 

"availability" to the ability of authorized persons to access 

information in a timely manner, and maintaining information 

resources in a state where they can be used without issue. Security 

is achieved through preventative methods used to protect 

information from theft, compromise or attack. This requires 

understanding of potential information threats such as viruses and 

other malicious code. Security risk is a product of three elements: 

threat, vulnerability and impact. Risk refers to the possibility of loss 

or damage when a threat takes advantage of a captured 

vulnerability. Risk may include financial loss as a result of business 

interruption, loss of privacy, damage to reputation, legal 

consequences and even loss of life. Vulnerability refers to some 

asset (resource) weakness that allows an attack to be successful. 

OPC UA can be used in a variety of operational environments.  

In some cases, it can be an attractive target for industrial 

espionage or sabotage, and can also be exposed to threats through 

unobtrusive malware, such as worms circulating on public 

networks. with different assumptions about threats and accessibility, 

as well as different security policies and enforcement regimes. The 

standard therefore provides a flexible set of security mechanisms. 

The Client-server communication can be implemented in two 

ways - through and without a session. The session is organized in 

the application layer and, in addition to the routine work of client 

and server applications, it is tasked with managing the security, 

authentication, and authorization goals of the user. The session 

communicates via a secure channel in the communication layer, 

which is organized in a very flexible way and needs to be activated. 

The communication layer provides security mechanisms to achieve 

privacy, integrity, and authentication of the application using the 

secure channel, which provides encryption to maintain 

confidentiality, signature of integrity maintenance messages, and 

certificates for providing authentication of the application. The 

security mechanisms provided by Secure Channel services are 

implemented by a protocol stack that is selected for the 

implementation. Where OPC UA (UACP) protocols are used, then 

security features are specified in the manner of SSL/TLS. 

 
Fig.6: OPC-UA security architecture for client – server [7] 

Communication between applications is based on messaging, 

the parameters of which are defined in Part 4 of the standard and 

their format specified by DataEncoding and TransportProtocol. A 

stack is a collection of software libraries that implement one or 

more stack profiles. The interface between the application and the 

stack hides the details of the implementation of the stack, depending 

entirely on the development platform used. Each OPC UA 

StackProfile is a separate application protocol. Even when 

SecurityMode = None is selected, i.e. no security is supported, the 

SecureChannel layer is present, maintaining a logical channel with a 

unique identifier. 
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Fig.7: OPC-UA security architecture for client – server [11] 

 

4. CONCLUSIONS 

The success of the vision for Industry 4.0 requires considerable 

effort to achieve wide-ranging standardization and consistent 

digitalization, as well as successfully meeting the following 

requirements, defined in [14]: 

 Independence of the communication technology from 

manufacturer, sector, operating system, programming language 

 Scalability for integrated networking including the smallest 

sensors, embedded devices and PLC controllers, PCs, 

smartphones, mainframes and cloud applications. Horizontal 

and vertical communication across all layers. 

 Safe transfer and authentication at user and application level.  

 Service-orientated architecture (SOA), transport via established 

standards such as TCP/IP for exchanging live and historic data, 

commands and events (event/callback). 

 Mapping of information content with any degree of complexity 

for modeling of virtual objects to represent the actual products 

and their production steps. 

 Unplanned, ad hoc communication for plug-and-produce 

function with description of the access data and the offered 

function (services) for self-organized (also autonomous) 

participation in “smart” networked orchestration/combination of 

components. 

 Integration into engineering and semantic extension. 

 Verifiability of conformity with the defined standard. 

From the analysis presented in the article, it is clear that all of the 

above requirements can be achieved through the widespread 

implementation and development of the various aspects of the OPC 

UA standard, as OPC UA runs on all operating systems and can be 

implemented in all languages. OPC UA is scalable because it is 

used in embedded field devices as well as in MES and ERP 

systems, even reaches projects in the Amazon and Azure Cloud. 

OPC UA uses certificates, authentication of the application, signed 

and encrypted transfer, and audit functionality available in the 

stack. OPC UA is independent of the transport method and the 

stacks guarantee consistent transport. OPC Foundation works 

closely with organizations and companies such as PLCopen, 

BACnet, FDI, ISA95 to improve interoperability and semantic 

extension. With respect to cyber-physical systems, achieving 

interoperability of OPC UA with the standards from the other layers 

of 5C architecture is of paramount importance. 
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