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Abstract: Risk assessment is a crucial aspect of functional safety. As many of the safety development methods define the development process 

and applicable procedures based on the required risk reduction (safety level or tolerable hazard rate). System development, including 

hardware and software development requires special measures to reduce the dangerous effects of random hardware failure as well as 

systematic developer-made errors that can lead to dangerous situations during operation. This set of measures is known as safety 

management. 

In air traffic management there are international and European legislation and industry-specific standards that mainly focus on software 

issues. Additionally, general functional safety standards offer more complex hardware and software solutions to achieve the desired level of 

safety for newly developed systems.  

This paper discusses on the risk assessment challenges posed by new, highly automated air traffic control systems. These systems rely on 

hardware and software components to perform safety-critical control functions without human intervention or human supervision. The paper 

identifies the relevant legislative entities and compares a domain-specific risk assessment method for air traffic control with widely used 

general risk assessment methods. An example Air Traffic Control function is analysed according to EUROCAE ED153 (“Guidelines for ANS 

Software Safety Assurance”), according to 2017/373/EU (“Commission Implementing Regulation laying down common requirements for 

providers of air traffic management/air navigation services and other air traffic management network functions and their oversight...”) and 

in comparison, according to general functional safety standard IEC 61508 (“Functional Safety of Electrical/Electronic/Programmable 

Electronic Safety-Related Systems"). 
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1. Introduction 

It is indispensable to conduct a comprehensive risk assessment 

in order to guarantee the safety of complex systems, particularly in 

the domain of Air Traffic Management (ATM), where failures can 

have severe consequences. Standardized approaches to safety 

assessment universally guarantee acceptable safety risks through 

adherence to international regulations, in addition to specific 

industry standards. Table 1 summarizes these main standards 

applicable in the industry. 

However, with the rise of highly automated air traffic control 

systems, new challenges have emerged for current risk assessment 

methodologies. These systems rely heavily on technology and to a 

lesser extent on humans, thus necessitating a comprehensive 

examination of both hardware and software. This paper compares 

specific risk assessment methods for air traffic control with broader 

safety standards in order to identify the most effective approach. 

By examining a typical air traffic control function based on 

relevant regulations and standards, such as EUROCAE ED-153 [1] 

and ED-109A [2], IEC 61508 [3], EU 2017/373 [4] in section 3, this 

paper aims to explore differences in risk assessment techniques. 

Through this comparison the goal is to identify ways to make safety 

methods in the ATM domain better suited to the changing needs of 

automated Air Traffic Management. 

Table 1: ATM/ANS safety standards and regulations. [4] 

Document title Reference Date 

Software Integrity Assurance Considerations 

for Communication, Navigation, 
Surveillance and Air Traffic Management 

(CNS/ATM) Systems. 

EUROCAE 

ED-109A/ 
RTCA DO-

278A 

2012 

Guidelines for ANS Software Safety 

Assurance 

EUROCAE 

ED-153 
2009 

Functional safety of electrical/electronic/ 
programmable electronic safety-related 

systems – Part 3: Software requirements 

IEC 61508 – 

Part 3 
2010 

Functional safety of electrical/electronic/ 

programmable electronic safety-related 
systems – Part 2: Requirements for 

electrical/ electronic/programmable 

electronic safety-related systems 

IEC 61508 – 

Part 2 
2010 

Software Considerations in Airborne 

Systems and Equipment Certification 

EUROCAE 
ED-12C/ RTCA 

DO-178C 

2012 

 

2. Comparing Definitions 

EU 2017/373 has presented a revised form of the basic 

definitions used in risk assessment. The definition of hazard, as 

stated in the document, is "any condition, event, or circumstance 

which could induce a harmful effect." However, the term "harmful 

effect" is not defined directly in 373. Instead, it is commonly 

understood to be personal injury. This leaves a gap where no 

harmful effect is identifiable. This is commonly defined as the 

potential hazard, which could result in a safety occurrence. This 

definition of "hazard" previously in force (e.g. under 1035/2011 [5] 

and 482/2008 [6]; hazard is any condition, event, or circumstance 

which could induce an accident) covered both of these cases 

through accident severities. 

The distinction between the definitions of hazard from IEC 

61508, as a potential source of harm, and the standard's clarification 

of this definition in the form of a note is to be outlined. The term 

encompasses dangers to persons that arise within a short time scale, 

such as fire and explosion, as well as those that have a long-term 

effect on a person's health, such as the release of a toxic substance. 

In contrast to the definition set out in 2017/373, this definition does 

not limit the term "hazard" to human injury. IEC 61508 also defines 

both "hazardous event" as an event that may result in harm and 

"harmful event" as an occurrence in which a hazardous situation or 

hazardous event results in harm. In the above definitions, harm is 

defined as physical injury or damage to the health of people or 

damage to property or the environment, which makes it a broader 

term than the hazard of 2017/373. 

IEC 61508 permits the implementation of risk reduction 

measures through the use of E/E/PE 

(Electrical/Electronic/Programmable Electronic) systems in the 

form of safety functions, which are designed to achieve or maintain 

a safe state in relation to a specific hazardous event. The standard 

distinguishes between overall safety functions, which are 

considered from a high-level perspective in relation to[ a specific 

hazardous event, and elementary safety functions, which are 

implemented at a low-level and are comprised of individual 

elements. The probability that the E/E/PE system performs the 

safety-related function within the given conditions is the safety 

integrity, where a higher safety integrity results in a lower 

probability of failure. Safety integrity can be expressed in a discrete 

level (1-4) as Safety Integrity Level (SIL). Since IEC 61508 applies 

to the whole system, different types of safety integrities are 

distinguished: 

• software safety integrity (systematic failures of the software), 
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• systematic safety integrity (systematic failures), 

• hardware safety integrity (random failures of the hardware). 

ATM-relevant software safety standards ED-109A and ED-153 

address these definitions from a software perspective. In ED-153, 

software failure is defined as the inability of a program to perform a 

required function, whereas software malfunction is defined as the 

inability of a program to perform a required function correctly. ED-

109A introduces a chain of error – fault – failure – failure condition, 

as shown in Figure 1. The term "error" is defined with respect to 

software as a mistake in requirements, design, or code. The term 

"fault" is defined as a manifestation of an error in software, where 

failure is the inability of a system or system component to perform a 

required function within specified limits. A fault, if it occurs, may 

cause a failure. The effect on a CNS/ATM (Communication, 

Navigation, Surveillance) system or equipment, both direct and 

consequential, caused or contributed to by one or more failures, 

which may be attributed to, for example, a latent software error in 

the executable code or data, considering relevant adverse 

operational and environmental conditions, is the failure condition. 

 

Fig. 1 Event sequence of Software Error leading to a Failure Condition. [2] 

3. Methodological Comparisons 

As demonstrated in the preceding chapter, there is a distinction 

between risk assessment methodologies. To elucidate this 

divergence, an example function is analysed in this section. 

3.1 Function Overview 

The selected function for the assessment comparison is the 

presentation of TOC (Top of Climb) on the screen in front of the 

controller. TOC is a point and time data pair that marks the end of 

the climb phase of flight. It is analogous to TOD (Top of Descent), 

which marks the beginning of the descent phase. In the case of 

commercial flights, both points are computed by the FMS (Flight 

Management System) on board the aircraft. As new technological 

advancements, such as ADS-C (Automatic Dependent Surveillance 

– Contract), enable the direct downlink of TOC and TOD data, this 

new information will be presented to the air traffic controller. 

The integration of the TOC display enhances controllers' ability 

to accurately estimate climb performance, which may result in a 

number of potential benefits. These include the possibility of earlier 

direct routings, reduced mileage, prompt clearances to requested 

flight levels (subject to traffic conditions), and continuous climbs to 

preferred flight levels instead of step climbs. This optimisation can 

also result in fuel saving. Furthermore, the display of TOD and 

optimal descent profile enables controllers to authorise a later 

descent initiation and facilitate the execution of optimal descent 

profiles. This enables aircraft to maintain cruising levels for a 

longer duration and perform more efficient descent profiles, thereby 

reducing the frequency of step descents (subject to traffic 

conditions) and also resulting in fuel savings. [7] 

The majority of risk assessment frameworks necessitate an 

operational concept description (OCD) or scoping, which is not 

addressed in this example further than establishing the operational 

environment of the function as the ADS-C data link service in en-

route control. Although the example is based on TOC data, it should 

be noted that TOD would similarly result in the activation of a 

comparable mechanism. The outcome of hazard identification in 

this example is simplified and includes the following hazards: 

• HZ-1: Detected corruption of TOC data. 

• HZ-2: Undetected corruption of TOC data. 

• HZ-3: Unacceptable delay of TOC data. 

• HZ-4: Total loss of TOC data. 

Although other hazards do exist for this application, further 

analysis treats HZ-3 as HZ-1. Similarly, HZ-4, which is barely 

noticeable and eventually leads to HZ-1, is treated as such. The 

analysis of human factors (HF) is a mandatory requirement of IEC 

61508, as well as ED-153 and 373. However, in this instance, the 

HF analysis has not been conducted. Nevertheless, it should be 

noted that HF aspects cannot be overlooked and must be included in 

the Safety Case, as required by 373. 

3.2 Risk Assessment Based on ED-153 and ED-109A 

ED-153 [1] adopts a methodology of assigning Software 

Assurance Levels (SWALs) to software, delineating a series of 

objectives to guide the software lifecycle process. SWALs are not 

intended to replace Safety Requirements; rather, they offer a 

derived Software Safety Requirement stemming from the risk 

assessment and mitigation procedures. The criteria for SWAL 

allocation hinge on the potential consequences of anomalous 

software behaviour as determined by the system safety assessment 

process. 

While quantitative failure rate objectives for the combination of 

hardware and software may be established through the risk 

assessment and mitigation process, and these rates may be validated 

quantitatively or qualitatively, their achievement cannot be claimed 

solely through the application of a process. A specified SWAL does 

not justify a failure rate or reliability figure for the software. 

 

Fig. 2 Relationship between Software malfunction or failure, hazard and 
effects. [1]  

ED-153 employs a bow-tie methodology, as depicted in Figure 

2. Here, Ph represents the likelihood that when software 

malfunctions or fails, this malfunction or failure triggers a hazard. 

Ph is proportional to the capability of the remaining architectural 

elements to mitigate the software malfunction or failure. On the 

other hand, Pe signifies the likelihood that the hazard gives rise to 

an effect of a certain severity. 

The SWAL allocation process in ED-153 considers only one 

likelihood, representing the Worst Credible Effect for each hazard, 

i.e., software behavior. Acknowledging the method's sensitivity to 

quantification requirements, ED-153 specifies an acceptable level of 

confidence but offers suggestions rather than precise 

quantifications, drawing on common sense, expert judgment, 

knowledge bases, lessons learned, incident reports, and equivalent 

field service experiences. 

ED-153 also acknowledges the challenge of providing a failure 

rate for software. While it is acknowledged that software failures 

can occur and that a target failure rate objective may be established 
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for the hardware-software combination through the Risk 

Assessment and Mitigation process, it may only be feasible to claim 

the failure rate for the hardware-software combination with a 

certain level of accuracy. 

The identification of failures is guided by the bow-tie approach 

outlined above. Potential failures are identified by considering 

various ways in which software may fail and by analysing the 

sequence of events leading to the failure occurrence. A list of 

single, consequential, and common modes of failure is compiled. 

ED-153 regards hazard identification as an outcome of the System 

Safety Assessment process, relying on EUROCONTROL's SAM 

(Safety Assessment Methodology) applicable at the time. External 

and internal mitigation measures are then considered. External 

mitigations influence the likelihood of a hazard contributing to or 

causing an end effect (right side of the bow-tie), while internal 

mitigations affect the likelihood of an event contributing to or 

causing a hazard (left side of the bow-tie). 

The System Safety Assessment process established external and 

internal mitigations as outlined in Table 2. It should be noted that 

the Pe values introduced here are solely for analytical purposes 

regarding the risk assessment method. Internal mitigations for HZ-1 

involve reducing the frequency of detected corruption (e.g., through 

system tests, verification, etc.), although these mitigations are not 

evaluated here. 

Table 2: Risk mitigations in the existing system. 

HZ ID Description 

HZ-2 

EMM1 
Data is independent from other means of surveillance 
(e.g. primary and secondary radar), enabling HZ-

2/EMM2 and HZ-2/EMM3. 

EMM2 
Observation of human controller reveals undetected 

corruption of information, Pe = 0.8 

EMM3 
Controller applies separation after Short Term Conflict 
Alert (STCA), Pe = 0.9, 

EMM4 
On-board collision avoidance (ACAS/TCAS).  

Not included in Pe as suggested by ED-125 [8]. 

The severity of the hazard's effects varies depending on the 

effectiveness of the mitigation measures applied. These effects are 

classified into Severity Classes: Class 1 (e.g., mid-air collision), 

Class 2 (serious incidents such as significant loss of separation), 

Class 3 (major incidents such as a substantial reduction of 

separation with air traffic control (ATCO) or aircrew managing the 

situation), and Class 4 (significant incidents such as a notable 

increase in workload for aircrew and ATCO). To establish a Safety 

Objective for this hazard, either the severity of the Worst Credible 

Effect, considering risk mitigations, is determined, or Pe is 

evaluated for each hazard-effect pair, taking into account the 

effectiveness of risk mitigation. ED-153 recommends the former 

approach. 

The severity of the Worst Credible Effect from HZ-2 would fall 

in Severity Class 1 as separation can be based on TOC data. The 

external mitigations are identified in Table 2 based on their 

likelihood of successfully mitigating a hazard (Pe). As these barriers 

are independent, this yields a probability of Pe* for unsuccessful 

collision avoidance as Pe* = 0.2 ∙ 0.1 = 0.02. Ph = 1 as no internal 

mitigations were identified. Consequently, the Pe x Ph value equals 

Pe*, which corresponds to the "Possible" category in the SWAL 

allocation likelihood categories, as presented in Table 3. The TOC 

data presentation function would be allocated SWAL 2. 

Table 3: SWAL allocation matrix. [1] 

Effect Severity Class 
 

Likelihood of generating such 

an effect (Pe x Ph) 

1 2 3 4 

Very Possible SWAL1 SWAL2 SWAL3 SWAL4 

Possible SWAL2 SWAL3 SWAL3 SWAL4 

Very Unlikely SWAL3 SWAL3 SWAL4 SWAL4 

Extremely Unlikely SWAL4 SWAL4 SWAL4 SWAL4 

Higher SWALs, represented by numerically lower values, 

impose more stringent requirements throughout the system life 

cycle, thereby potentially emposing financial burden. Conversely, 

SWALs can be reduced by implementing mitigations within the 

system to decrease either the severity or the likelihood of the Worst 

Credible Effect, leading to a higher numerical value. Additional 

mitigation measures can be formulated for this purpose and outlined 

in Table 4. As additional risk mitigation measures are not part of the 

current system, these will have to turn into Safety Requirements for 

the software. 

Table 4: Additional risk mitigation measures. 

HZ ID Description 

HZ-1 

EMM1 

Procedures are implemented to obtain TOC 

information from flight crew via voice 
communication or other means of communication. 

EMM2 

Procedures are implemented to execute departure 

procedures without TOC data, as it is only a 
supplementary information. 

EMM3 
Capacity reduction shall be applied in the affected 

airspace if the hazard persists. 

IMM1 
Credibility of the information is assessed by the 

human controller. 

Assessing the effectiveness of the new mitigation measures 

outlined in Table 4 would typically involve determining their Pe 

and Ph values. However, such assessment is omitted in this 

example. It is assumed, however, that the newly calculated Pe* 

would result in a Pe x Ph falling into the "Very Unlikely" category, 

leading to a decrease in SWAL to SWAL 3. ED-153 mandates 

SWAL allocation process for all effects of a malfunction to ensure 

comprehensive coverage. Only the most stringent SWAL should be 

allocated as the final SWAL for the software. 

In contrast, ED-109A [2] adopts a more developer-oriented 

approach, offering a detailed description of the software life cycle 

compared to the operator-oriented ED-153. ED-109A utilizes 

Assurance Levels (ALs), which are based on the contribution of 

software to potential failure conditions as determined by the system 

safety assessment process. AL does not imply the assignment of a 

failure rate to the software. Software reliability rates based on 

assurance levels cannot be used in the same manner as hardware 

failure rates. 

ED-109A does not define failure condition categories but refers 

to applicable regulations and guidance material issued or recognized 

by the relevant authority. It provides a mapping between example 

failure categories and defined ALs, as software whose anomalous 

behaviour, as shown by the system safety assessment process, 

would cause or contribute to a failure of a CNS/ATM system 

function 

• resulting in a catastrophic failure condition (AL1), 

• resulting in a hazardous (AL2), 

• resulting in a major (AL3), 

• resulting in a minor (AL5), 

• with no effect on aircraft operational capability or pilot 

workload (AL6). 

Where AL4 is not associated with any failure condition 

category. 

Based on this approach, the function would initially be 

categorized under AL3, based on their classification within Severity 

Class 3 of ED-153, including risk mitigations. However, ED-153 

suggests an equivalence between different software safety 

standards, as depicted in Figure 3. According to this correspondence 

between assurance levels, software categorized under AL4 would 

be deemed partially compliant with SWAL3.  

IEC 61508 [3] introduces a distinct method for safety 

requirement allocation, reflecting its broader scope compared to 

ED-153/ED-109A. While the latter documents focus solely on the 

software aspect of the Air Navigation Services (ANS) system 

(specifically the ground segment of ANS) and the Communication, 

Navigation, and Surveillance/Air Traffic Management (CNS/ATM) 

system, the scope of IEC 61508 encompasses all life cycle phases of 

E/E/PE systems utilized to perform safety functions. Safety 

functions are carried out by an E/E/PE system with the objective of 
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achieving or maintaining a safe state of the system with regard to a 

specific hazardous event. The process for the development of Safety 

Requirements is depicted in Figure 4. 

 

 

Fig. 3 Relationship between Software Safety Standards. [1] 

 

3.3 Risk Assessment Based on IEC 61508 

 

Fig. 4 Process of Safety Requirements Development [9] 

 

To begin the process, a hazard and risk analysis must be carried 

out, including 

• the event sequences leading to the hazardous events, 

• the likelihood of the hazardous events, 

• the consequences associated with the hazardous event, 

• the risk of each hazardous event.  

This is followed by the determination of the tolerable risk (TR) 

for each hazardous event and the measures taken to reduce or 

remove hazards and risks. This results in a set of all necessary 

safety functions, which constitutes the specification for the overall 

safety functions requirements. Then a target safety integrity 

requirement is to be determined in a way, that the tolerable risk is 

met for each overall safety function, which includes the 

determination of the target safety measures and the associated 

safety integrity levels. Safety integrity requirements can be 

specified in terms of either the risk reduction required to achieve the 

tolerable risk, or the tolerable hazardous event rate so as to meet the 

tolerable risk. 

The overall safety functions, as outlined in the specification for 

the overall safety requirements (both the overall safety functions 

requirements and the overall safety integrity requirements), are 

allocated through the designated E/E/PE safety-related systems 

and/or other risk reduction measures in order to meet the tolerable 

risk. IEC 61508 only concerns systems where compliance is at least 

partially achieved by an E/E/PE safety-related system. Each overall 

safety function, in conjunction with its associated overall safety 

integrity requirement, is to be allocated to one or more of the 

designated E/E/PE safety-related systems and/or other risk 

reduction measures, with the objective of achieving the tolerable 

risk for the safety function. This allocation is an iterative process. 

The decision to allocate a specific overall safety function across one 

or more E/E/PE safety-related systems or other risk reduction 

measures will depend on a number of factors, with the overall safety 

integrity requirement being of particular importance. 

In this example, the separation process can be based on the 

TOC value presented to the controller. Therefore, providing the 

correct TOC data is considered a safety-related function. IEC 61508 

distinguishes between three modes of operation. In the low demand 

mode, the safety function is only activated upon request, which 

occurs no more than once per year, without affecting the system 

otherwise. High demand mode is defined by demands occurring 

more than once per year. In continuous mode, the safety function is 

responsible for maintaining safe state as part of normal operation. 

Based on these definitions, the example function falls under the 

high demand mode of operation. 

Table 5: Specification of Risk Classification Scheme. 

Severity Class 
Safety Target  

(/ flight hour) 

Safety Target (/ year), traffic 
50.000 hours/year  

SC1 (Accidents) 1E-08 0,0005 (once each 2.000 years) 

SC2 (Serious Incidents) 1E-05 0,05 (once each 20 years) 

SC3 (Major Incidents) 1E-04 0,5 (once each 2 years) 

SC4 (Significant 

Incidents) 
1E-02 50 (50 times per year) 

SC5 (No immediate 
effect on safety) 

n/a n/a 

 

Table 6: Target failure measures for a safety function  
operating in high demand mode or continuous mode of operation. 

Safety integrity 
level (SIL) 

Average frequency of a dangerous failure of the 
safety function [h-1] 

4 ≥ 10–9 to < 10–8 

3 ≥ 10–8 to < 10–7 

2 ≥ 10–7 to < 10–6 

1 ≥ 10–6 to < 10–5 

 

The exact method of risk analysis is at the discretion of the user. 

Hence, for this example, the risk analysis based on ED-153 will be 

considered. The tolerable risk can be addressed using ED-125 

(Process for Specifying Risk Classification Scheme and Deriving 

Safety Objectives in ATM), which aims to establish industry-wide 

safety risk levels based on the ESARRs (EUROCONTROL Safety 

Regulatory Requirement) formerly applicable. Table 5 presents the 

safety targets for this example. It is important to note that these 

values represent suggested national regulatory safety targets; values 

for ATM service providers may differ due to what is termed an 

ambition factor. These values can then be multiplied by the annual 

flight hours to calculate the occurrences per flight hour. According 

to the recommendations in ED-125, if an ATM provider's traffic 

volume is less than 50,000 controlled hours per year, this value 

should be used for the conversion. Table 6 presents the SIL values 

based on the frequency of failure. 

Table 7 illustrates the SIL allocation. The Severity of HZ-1 is 

SC3, which leads below SIL 1, requiring no SIL. However, the 

severity of HZ-2 in itself would be SC1, as separation can be based 

H

1 
H

2 

R1 R2 

TR1 TR2 

ΔR

1 
ΔR2 

System boundary 

Risks 

Hazards 

Tolerable Risks 

Risk reduction 

SF1 

Overall Safety Requirements 

Safety Functions Requirements 

Safety Integrity Requirements SIR1 

SF2 

SIR2 

E/E/PE Other 

Technology 
External 

Risk 

Reduction 
Facilities 

Allocation 

Not considered 
further in IEC 61508 

E/E/PE1 

E/E/PE Safety 

Requirements 
SIR1a  
SF1a  

SIL x  

SIR2a  
SF2a  

SIL y  

E/E/PE requirements 

Software requirements 
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on TOC data. IEC 61508 allow the consideration of already existing 

risk mitigations in the system. This means, that according to Table 

2, the SIL to be allocated on the new system can be lowered as 1E-

08 / 0.02 = 5E-07, which is only SIL 2. SIL can be further lowered 

by allocating part of the safety target to external risk mitigation. 

Since SIL is assigned to Safety Functions, so if from all the 

functions of the system only a few get higher SILs, then those are 

often partitioned to a separate system. Note that the values 

numerically are reversed compared to SWAL and AL. 

Table 7: Deriving Safety Functions and Safety Integrity Levels 

HZ Sev. 
ST 

(pfh) 

Safety 

Requirement 
Safety Function SIL 

HZ-1 SC3 1E-04 

The 

frequency of 
the detected 

corruption 

of TOC data 
shall be no 

greater than 
1E-04 pfh. 

Procedures are 
implemented to obtain 

TOC information from 

flight crew via voice 
communication or 

other means of 

communication. 

No 

SIL 

Procedures are 
implemented to 

execute departure 

procedures without 
TOC data, as it is only 

a supplementary 

information. 

No 

SIL 

Capacity reduction 
shall be applied in the 

affected airspace if the 

hazard persists. 

No 

SIL 

Credibility of the 
information is assessed 

by the human 

controller. 

No 

SIL 

HZ-2 SC3 5E-07 

The 

frequency of 

undetected 
corruption 

of TOC 

shall be no 
greater than 

5E-07 pfh. 

Data is independent 

from other means of 

surveillance (e.g. 
primary and secondary 

radar). 

2 

 

3.4. Risk Assessment Based on EU 2017/373 

The implementation of ADS-C technology and the provision of 

TOC data to the controller represent changes to the current 

functional system. Consequently, EU 2017/373 [4] applies to all EU 

member states. 

The steps of a safety assessment (development of the safety 

case) are prescribed by ATS.OR.205 as follows: 

• definition of scope, 

• identification of hazards, 

• determination and justification of the safety criteria applicable 

to the change, 

• risk analysis of the effects related to the change, 

• risk evaluation, and if required, risk mitigation for the change 

such that it can meet the applicable safety criteria, 

• verification that the assessment corresponds to the scope of the 

change and that the change meets the safety criteria, 

• specification of the monitoring criteria necessary to 

demonstrate that the service delivered by the changed functional 

system will continue to meet the safety criteria. 

GM1 ATS.OR.205(b)(1) provides a framework for hazard 

identification, outlining various potential sources of hazards and 

methods for their identification. These methods include functional 

analysis, what-if techniques, brainstorming sessions, expert 

judgment, and literature searches (e.g., accident and incident 

reports).  

The concept of safety criteria is analogous to that of tolerable 

risk in IEC 61508, which may be regarded as a risk acceptance 

criterion. The distinction lies in the fact that TR is predominantly 

expressed in numerical form. According to ATS.OR.205(b)(2), 

safety criteria may be represented entirely by safety risks or by 

other measures, which, according to AMC1 ATS.OR.210(a), are: 

• proxies, 

• recognized standards and/or codes of practice, 

• the safety performance of the existing functional system or a 

similar system elsewhere. 

According to GM1 ATS.OR.210(a), a proxy is a measure of a 

certain property along the causal trajectory between the 

hazard/event and the harmful effects of the hazard/event in 

question. 

AMC2 ATS.OR.210(a) prescribes the conditions under which 

safety risk proxies may be used as safety criteria: 

• There must be a justifiable causal relationship between the 

proxy and the harmful effect. For example, if a proxy increases or 

decreases, this must result in an increase or decrease in risk, 

• the proxy must be sufficiently isolated from other proxies to 

be treated independently, 

• the proxy must be measurable, either quantitatively or 

qualitatively, to an adequate degree of certainty. 

According to 373, risk analysis can be conducted in terms of 

risks or in terms of proxies. Safety criteria may be expressed in 

terms of proxies at the level of the hazard, or the mitigations 

between the hazard and the accidents, or the incidents that might 

occur from the success of the risk reduction measure. In contrast, 

safety criteria can be expressed in terms of risk at the level of 

accidents or harmful effects occurring from accidents. The default 

safety strategy is the "as safe as before" (also known as 

GAME/GAMAB), which is required by ATS.OR.210(c)(2) in most 

cases. This clause also supports improvements to safety whenever 

reasonably practicable, provided that the change clearly aims for 

safety improvement. However, a reduction in safety can also be 

exceptionally allowed, either on a temporary or permanent basis. 

The methodology employed in risk analysis differs according to 

whether the analysis is conducted in terms of risk or in terms of 

proxies. As the example risk analysis is conducted in terms of risk, 

the objective is to identify the harmful effects of the identified 

hazards, followed by the classification of the severity of the harmful 

effects and the evaluation of the risk contributions of all hazards, as 

shown in Table 8. 

Table 8: Deriving Safety Functions and Safety Integrity Levels 

HZ Barriers Effect Severity 

HZ-1 

Procedures for control without 
TOC 

Workload 

increase 
C 

Capacity reduction in affected 

airspace 

Controller applies separation 

upon STCA 

HZ-2 

Controller applies separation 
upon STCA 

Separation 
minima 

infringement 

(Harmful effect) 

B 
On-board collision avoidance 

(ACAS/TCAS) 

 

In the event of detected corruption, the data can be disregarded, 

as the controller must be able to provide separation without this 

supplementary information. In contrast, in the case of undetected 

corruption, the data cannot be disregarded, and separation might be 

based on corrupted data, which means that the harmful effect cannot 

be dismissed. The classification of the severity of the harmful effect 

is not standardised by 373, but is preferably based on accident and 

incident classification schemes to enable linkage between databases. 

Such a classification scheme is used by EUROCONTROL’s RAT 

(Risk Assessment Tool) [10] for ATM-specific occurrences, as 

follows: 

• AA: total inability to provide safe ATM services, 

• A: serous inability to provide safe ATM services, 

• B: partial inability to provide safe ATM services, 

• C: ability to provide safe but degraded services, 

• E: no effect on ATM services, 
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• D: not determined. 

Based on this classification, the detected corruption of TOC 

data is in severity class C, while undetected corruption is in severity 

class B. Since undetected corruption of TOC data has been 

identified to have a harmful effect, risk mitigation measures are 

established in Table 4 to fulfil the Safety Criteria. The Safety 

Criteria can be defined as a proxy, e.g. the frequency of STCA 

occurrences from separation based on TOC shall be no greater than 

0.5 per year. Note that this value is based on Table 5. 

4. Discussion 

The ED-153 standard has remained unchanged since 2009. At 

that time, it was consistent with the then-applicable regulations 

(such as 1035/2011 and 482/2008) and requirements (e.g. 

ESARRs). The 2017/373 standard introduced a change in the way 

consequences of hazards are assessed, as shown in Figures 6 and 7. 

In the traditional sense, severity classes are no longer assessed; only 

the harmful effect is determined. However, ED-153 remains 

recommended by 373 (in GM4 to AMC4 ATS.OR.205(a)(2)). In 

order to utilise ED-153 (or any of the safety standards discussed in 

this paper), a mapping between severity classes and harmful effects 

is required. Such a mapping is not necessarily straightforward and is 

not provided in a standardised form, which compromises the 

underlying idea of SWAL (and AL and possibly SIL). This results 

in the loss of the standardised, industry-wide meaning and the need 

for locally defined mapping. 

 
Fig. 6 Former bow-tie approach (based on 1035/2011) 

 

 
Fig. 7 Current bow-tie approach (based on 2017/373) 
 

A notable difference is in the way the various standards and 

regulations interpret the term "likelihood." For example, in both EU 

2017/373 and ED-153, likelihood refers to the failure generating the 

effect, not the failure occurring. This allows for the consideration of 

risk mitigation measures in this likelihood. In contrast, IEC 61508 

requires the determination of the likelihood of hazardous events. 

This implies that the likelihood on the right side of the bow-tie is no 

longer the focus of attention, and that the likelihood of the left side 

of the bow-tie is now the subject of discussion. 

The disparity between SIL, SWAL and AL makes it challenging 

to assess the relative merits of these standards. These levels 

typically indicate a high level of rigour in the life cycle processes. 

ED-109A permits greater flexibility in the allocation of AL between 

the user of the standard and the oversight authority, with only 

recommendations provided. The assignment of AL to a software 

component is based on the severity of the failure condition, as ED-

109A acknowledges that the likelihood of the software containing 

an error cannot be quantified in the same way as for random 

hardware failures. This allows the use of a risk matrix (e.g. the one 

provided by ED-125) to establish a Safety Target (occurrences per 

flight hour) for risk severities and thus form safety requirements. 

Furthermore, SWAL considers the likelihood of the hazard 

generating the worst credible effect. Both AL and SWAL extend to 

the software life cycle. SWAL does so by considering the 

confidence in fulfilling the safety requirements, while AL does so 

by considering the variations of the life cycle contained in ED-

109A.  

SIL is assigned to potentially abstract safety functions, and only 

becomes assigned to software when a certain safety function is 

covered by software. This allows the standard to be more 

universally applicable and to form the basis of industry-specific 

standards. SWAL is assigned to software components, which means 

it is lacking hardware coverage, similar to AL. This leaves the ATM 

industry without a safety standard of hardware scope. It is presumed 

that the rationale behind this is that it is not anticipated that 

hardware failure will result in any malfunction other than complete 

hardware failure. Furthermore, hardware malfunctions, such as 

faulty calculations, are not addressed. The rationale behind this can 

be found in the operational characteristics of the ATM industry, as 

outlined in [11]. In accordance with the principles of IEC 61508, 

functional safety is contingent upon the behaviour of the system, 

which has the potential to precipitate an accident. For instance, if an 

aircraft fails to respond to pilot input in accordance with 

expectations, an accident may ensue. In contrast, in ATC, the 

stream of bits cannot directly cause an accident, as the agents 

behind the operation are humans. For instance, in the event of a 

complete loss of functionality in an operational display, procedures 

are still in place to ensure the safe emptying of the airspace via 

voice communication alone. The safety of ATC does not derive 

from the effect of the bits traversing, but rather from the meaning of 

the bits and the information conveyed to the human operators. This 

means that ATM industry safety standards currently can rely on the 

human operator, however this contradicts with the aim of creating 

technical systems, which is to alleviate the human responsibility. 

This implies that in the future, as automation levels in ATC increase 

and the possibility of automatic control arises, a more IEC 61508-

like approach may become necessary. 
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